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1. INTRODUCTION

This room teaches how to perform Windows registry forensics. It explains why the registry is a
rich source of forensics evidence, then goes ahead to show how to access the different registry
hives, tools used and the different artefacts like system information, program execution and
external devices that were connected to the victim machine.

2. ANSWERS TO QUESTIONS

Introduction to Windows Forensics
a. What is the most used Desktop Operating System right now?
® Microsoft Windows

Windows Registry and Forensics
a. What is the short form for HKEY LOCAL_MACHINE?
e HKLM

Accessing Registry hives offline
a. What is the path for the five main registry hives, DEFAULT, SAM, SECURITY,
SOFTWARE, and SYSTEM?
e C:\Windows\System32\Config

b. What is the path for the AmCache hive?
e C:\Windows\AppCompat\Programs\Amcache.hve

Answer the questions below
What is the path for the five main registry hives, DEFAULT, SAM, SECURITY, SOFTWARE, and SYSTEM?

v Correct Answer @ Hint

What is the path for the AmCache hive?

v Correct Answer

System Information and System accounts
a. What is the Current Build Number of the machine whose data is being investigated?
e 19044
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This is how Registry Explorer shows this registry key. Take a look and answer Question # 1.

Find
Value Name Value Type | Data Value Slack
Key name 0
» | systemRoot Regsz C:W
» = Windows Media Foundation
e A s SuldRevisonNumber  RegDword 1
» s Messaging Subsystem ildBranch b_release
4= Windows NT BuldGUID FFFFFFFF-FFFF-FFF-FFF-FRFFFFFFT 00-00
» » [ Currentversion BuidLab

BuildLabEx
CompositionEditionID

CurrentBuiid

CurrentBuiidNumber

ionNumb

ionumber

RegDword

o 1

B course: Cyber Security Analyst X TryHackMe | Windows Forensic. X [B] WINDOWS FORENSICS 1-Goo X | +

tryhackme.com

@ Crackmes & Gmail » YouTube & Maps [ Web [ All Bookmarks

Tri 2 i 2
:?«;" Hayck ‘ ) . ) Access Machines Go Premium  [I0] o [« ]
% Me

o>

This is how it looks like in Registry Explorer. Take a look and answer Question # 2.

Find
Value Name | Value Type | Data vak
Key name
» | Current RegDword
N Defauit RegDword 1
» E= Software Faled 0
Lastinown

inassociated dele
4| C:\Users\THM-4n6\Desktop\UsrClass.dat clean

Itis vital to establish this information before moving forward with the analysis. As we will see, many forensic artifacts we collect will be collected from the Control Sets.

What is the Computer Name of the computer?
e THM-4n6
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Registry Explorer shows it like this. Take a look and answer Question # 3:

Find
ValueName | Vakue Type | Data Value Siack
Key name
v A
» | (default) RegSz
4[= ComputerName
ComputerName RegSz
» Computerfiame [ = =

d. What is the value of the TimeZoneKeyName?
® Pakistan Standard Time
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Here's how it looks in Registry Explorer. Take a look and answer Question # 4.

alue Name Value Data Vakue Data Ran
300 42949669%
TimeZonelnformation b
= Stzres.dl, 8
» [ Unitedvideo
> andard Tme

e. What is the DHCP IP address
e 192.168.100.58
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Take a look at this registry key as shown in Registry Explorer and answer Question # 5.

Find

s Name aeType | Data Value Siack Is Deleted

26-00-30-0000-00
» [ Termservice




f. What is the RID of the Guest User account?
e 501
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Take a look at the below screenshot and answer Question # 6.

3 All Bookmarks

User1d |Invald .. | Total L. |Create .. |LastLo... | LastPa... | LastIn... | Expres... User N

41§ C:\Users\THM-4n6\Deskt

Console

Usage or Knowledge of files/folders

a. When was EZtools opened?
e 2021-12-01 13:00:34
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NTUSER.DAT\Sof tware\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

Registry hives (7) | Avaiable bookmarks (108/0) Values | Recent documents

Extenson jaue Name Target Name Lk Name Mru Posibon Opened On Extension Last Opened

b. At what time was My Computer last interacted with?
e 2021-12-01 13:06:47
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Registry Explorer doesn't give us much information about ShellBags. However, another tool from Eric Zimmerman's tools called the ShellBag Explorer shows us the information in an

easy-to-use format. We just have to point to the hive file we have extracted, and it parses the data and shows us the results. An example is shown below. Take a look and answer Question
#2.

@ ShelBags Explorer v1.4.0.0
Fie Tooks Help
Desktop

o [shel e U Post

T T iE

‘Q Root fode

£ Rootfolder:GUID

2021-11-24 182002

c. What is the Absolute Path of the file opened using notepad.exe?
® C:\Program Files\Amazon\Ec2ConfigService\Settings

d. When was this file opened?
e 2021-11-30 10:56:19
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NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComD1g32\OpenSavePIDIMRU

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComD1g32\LastVisitedPid1MRU

This is how Registry Explorer shows this registry key. Take a look to answer Question # 3 and 4.

Frd

Value Name Mru Positon

Absolute Path Opened On

LastVisitedPidIMRU
» = Oo dMRU

0 0 [rotepad.exe My Computer\C: Program
, <2Conf

Evidence of Execution

a. How many times was the File Explorer launched?
e 26
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Take a look at the below screenshot from Registry Explorer and answer Question #1.
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b. What is another name for ShimCache?
e AppCompatCache

c. Which of the artifacts also saves SHA1 hashes of the executed programs?
® AmCache

d. Which of the artifacts saves the full path of the executed programs?
e BAM/DAM

External Devices/USB device forensics

a. What is the serial number of the device from the manufacturer 'Kingston'?
e 1C6f654E59A3B0C179D366AE&D

b. What is the name of this device?
® Kingston Data Traveler 2.0 USB Device
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Registry Explorer shows this information in a nice and easy/wunderstand way. Take a loo

Regisry hves (3) | Avalable bookmerts (61/0

c¢. What is the friendly name of the device from the manufacturer 'Kingston'?
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SOFTWARE\Microsoft\Windows Portable Devices\Devices
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Hands-on Challenge

a. How many user created accounts are present on the system?
e 3
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b. What is the username of the account that has never been logged in?
e thm-user2
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¢. What's the password hint for the user THM-4n6?
® count
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d. When was the file 'Changelog.txt' accessed?
e 2021-11-21 18:18:48
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What is the complete path from where the python 3.8.2 installer was run?
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f. When was the USB device with the friendly name 'USB' last connected?
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We start by looking at the USB with the said friendly name from
SOFTWARE\Microsoft\Windows Portable Devices\Devices

Then we match the GUID to the devices in
SYSTEM\CurrentControlSet \Enum\USBSTOR

2021-11-24 18:40:06
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3. MODULE COMPLETION
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4. CONCLUSION

This assignment has taught me how to perform registry forensics with tools like the Zimmerman
Registry explorer. I have learned how to extract artefacts like programs set to run on startup,
mounted devices, and user accounts from various registry keys and their values. As a security
analyst this knowledge will help me gather more evidence of an attack when performing a diigtal
forensic investigation.
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