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Wifi Hacking 101

Learn to attack WPA(2) networks! Ideally you'll want a smartphone with you for this, preferably one that supports hosting wifi hotspots so you

can follow along.
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1. INTRODUCTION

This room teaches how to attack the Wireless Protected Access 2 network using the Aircrack-ng
suite of tools, including aircrack-ng airodump-ng and airmon-ng.

2. ANSWERS TO QUESTIONS
The Basics

a. What type of attack on the encryption can you perform on WPA(2) personal?
e Bruteforce Attack -

b. Can this method be used to attack WPA2-EAP handshakes? (Yea/Nay)’
e Nay

¢. What three letter abbreviation is the technical term for the "wifi

code/password/passphrase'?

e PSK - Pre Shared Key

d. What's the minimum length of a WPA2 Personal password?
e 8 characters.

v - CSA2-2024: Assignment 1: Wi X TryHackMe | Wifi Hacking 101 X =/ WIFI HACKING 101 - Google I x =/ SWEETTOOTH INC - Google Dc X +

€< c 25 tryhackme.com R Finish update &

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

ENX 0O @ @ e . .
10 10 Access Machines Q (@ Go Premium [l
;"":: H%ck Dashboard Learn C t Othe o o

o

Room Banner by Frank Wang on Unsplash

Answer the questions below

What type of attack on the encryption can you perform on WPA(2) personal?

S v Correct Answer Q Hint

Can this method be used to attack WPA2-EAP handshakes? (Yea/Nay)

v Correct Answer

What three letter abbreviation is the technical term for the "wifi code/password/passphrase"?

v Correct Answer

What's the minimum length of a WPA2 Personal password?

v Correct Answer
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You’re Being Watched
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System Manager’s Manual AIRMON- NG(8)

airmon-ng - POSIX sh script designed to turn wireless cards into monitor mode.

SYNOPSIS
airmon-ng <start|stop> <interface> [channel] airmon-ng <check> [kill]

[DESCRIPTION
airmon-ng This script can be used to enable monitor mode on wireless interfaces.|It may also be used to go back from monitor mode to managed mode. Entering
the airmon-ng command without parameters will show the interfaces status. It can also list/kill programs that can interfere with the wireless card opera-
tion.

(OPTIONAL PARAMETERS
start <interface> [channell

Enable monitor mode on an interface (and specify a channel).| Note: Madwifi-ng is a special case,

‘start' has to be used on wifi interfaces and 'stop'
on ath interfaces.

start <interface> [frequencyl

Enable monitor mode on an interface (and specify a frequency in MHz). Note: Madwifi-ng is a special case,

‘start' has to be used on wifi interfaces
and 'stop' on ath interfaces.

stop <interface>
Disable monitor mode and go back to managed mode (except for madwifi-ng where it kills the ath VAP).

check [killl
List all possible programs that could interfere with the wireless card. If 'kill' is specified, it will try to kill all of them.

--verbose

This flag must precede start/stop/check and can be combined with other parameters or used alone.

This flag will increase the verbosity to provide ad-
ditional useful information which may not be needed for normal operation.

--debug
This flag must precede start/stop/check and can be combined with other parameters or used alone.

This flag will increase the verbosity to debug level
to assist in troubleshooting errors in airmon-ng. Use this flag when opening a bug, but only use

--verbose when requesting support in irc.
--elite
Manual page airmon-ng(8) line 1 (press h for help or q to quit)
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a. How do you put the interface “wlan0” into monitor mode with Aircrack tools? (Full
command)

® airmon-ng start wlanO

b. What is the new interface name likely to be after you enable monitor mode?
e wlanOmon - The interface will be renamed to wlanOmon.

c. What do you do if other processes are currently trying to use that network adapter?
e If there are existing conflicting processes using the network adapter, you kill them
using sudo airmon-ng check kill

d. What tool from the aircrack-ng suite is used to create a capture?
® airodump-ng
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System Manager’s Manual AIRODUMP- NG(8)

ump-ng - a wireless packet capture tool for aircrack-ng

airodump-ng [options] <interface name>

[DESCRIPTION

airodump-ng is used for packet capturing of raw 802.11 frames for the intent of using them with aircrack-ng. If you have a GPS receiver connected to the com-

puter, airodump-ng is capable of logging the coordinates of the found access points. Additionally, airodump-ng writes out a text file containing the details
of all access points and clients seen.

(OPTIONS
-H, --help
Shows the help screen.




e. What flag do you use to set the BSSID to monitor?
® —-Dbssid

f. And to set the channel?
e —-channel captures on a specific channel

g. And how do you tell it to capture packets to a file?
e -—w writes to a file
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p-ng --helyp grep channel
<msecs> : Time in ms between hopping s
fixed <interface>: -1
By default, airodump-ng hops on 2.4GHz Sh
You can make it capture on other/specific (s) by using:
to HT20 (802.11n)
to HT40- (802.11n)

-interval
<seconds> : Output file(s) interval in seconds

Aircrack-ng - Let's get cracking.
a. What flag do we use to specify a BSSID to attack?
e -b

b. What flag do we use to specify a wordlist?
® -w
c. How do we create a HCCAPX in order to use hashcat to crack the password?

® -3
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ircrack-ng --help grep bssid
-b < > : target selection: access point's MAC

ircrack-ng --help | grep wordlist
-w <words> : path to (s) filename(s)

ircrack-ng --help | grep HCCAPX
-j <file> : create Hashcat v3.6+ file (

d. Using the rockyou wordlist, crack the password in the attached capture. What's the
password?
® greeneggsandham
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Jc01-01.cap -w /usr/share/wordlists/rockyou.txt -b 02:1A:11:FF:D9:BD
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Aircrack-ng 1.7
[00:02:28] |119557/14344392 keys tested (820.13 k/s)
Time left: 4 hours, 49 minutes, 4 seconds
KEY FOUND! [ greeneggsandham
Master Key H D7 9E 70 4D 6E 2E
16 F9 5B AA 14 8F
Transient Key : BE 4B 99 48 77
F6 A8 68 1A 85

5B 3F A4 86 13
00 00 00 00 00

EAPOL HMAC : E4 4E 42 A3 14

e. Where is password cracking likely to be fastest, CPU or GPU?
GPU



3. MODULE COMPLETION
https://tryvhackme.com/p/c1ph3rbnuk
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Congratulations!

You’ve completed the room! Share this with your friends:
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4. CONCLUSION

This assignment taught me how to monitor wireless network interfaces and identify access points
using airmon-ng. Then, capture the authentication handshake packets with airodump-ng and
finally how to crack the password with aircrack-ng or hashcat. It was so informative and the
knowledge I have gained on wireless security will help me as a security analyst to perform
wireless network assessment and protect wireless networks.
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