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1.​  INTRODUCTION 
This first Tier, Tier 0, had 4 free machines; Meow, Fawn, Dancing and Responder. Meow 
focused on Reconnaissance using Nmap and how to abuse security misconfiguration in the telnet 
service to gai access. Fawn teaches how to abuse anonymous login in FTP services and gain 
valuable information. Dancing teaches abusing the guest access to SMB shares to retrive 
sensitive information. Lastly, Redeemer teaches how to get access to the Redis database 
anonymously. 
 

2.​ ANSWERS TO QUESTIONS 
 

A.​MEOW 
 

I.​ What does the acronym VM stand for? 
●​ Virtual Machine 

 
II.​ What tool do we use to interact with the operating system in order to issue 

commands via the command line, such as the one to start our VPN connection? It's 
also known as a console or shell. 

●​ Terminal 
 

III.​ What service do we use to form our VPN connection into HTB labs? 
●​ Openvpn 

 
IV.​ What tool do we use to test our connection to the target with an ICMP echo request? 

●​ Ping 
 

V.​ What is the name of the most common tool for finding open ports on a target? 
●​ Nmap 

 
VI.​ What service do we identify on port 23/tcp during our scans? 

●​ Telnet 



 
 

VII.​ What username is able to log into the target over telnet with a blank password? 
●​ root 

 
VIII.​ Submit root flag 

 
 
 

B.​FAWN 
 

I.​ What does the 3-letter acronym FTP stand for? 
●​ File Transfer Protocol 

 
II.​ Which port does the FTP service listen on usually? 

●​ 21 



 
III.​ What acronym is used for the version of FTP secured by running over the SSH 

protocol? 
●​ STFP 

 
IV.​ What is the command we can use to send an ICMP echo request to test our 

connection to the target? 
●​ Ping 

 
V.​ From your scans, what version is FTP running on the target? 

●​ vsftpd 3.0.3 
 

 
 
VI.​ From your scans, what OS type is running on the target? 

●​ Unix. 
See Service Info from the screenshot above. 
 

VII.​ What is the command we need to run in order to display the 'ftp' client help menu? 
●​ ftp -h 

 
VIII.​ What is username that is used over FTP when you want to log in without having an 

account? 
●​ Anonymous 

 
IX.​ What is the response code we get for the FTP message 'Login successful'? 

●​ 230 
See as highlighted from the screenshot below. 
 



X.​ There are a couple of commands we can use to list the files and directories available 
on the FTP server. One is dir. What is the other that is a common way to list files on 
a Linux system. 

●​ ls 
 

XI.​ What is the command used to download the file we found on the FTP server? 
●​ get 

 
XII.​ Submit root flag 

 
 
 

C.​DANCING 
 

I.​ What does the 3-letter acronym SMB stand for? 
●​ Server Message Block 

 
II.​ What port does SMB use to operate at? 

●​ 445 
 

III.​ What is the service name for port 445 that came up in our Nmap scan? 
●​ microsoft-ds 



 
 
IV.​ What is the 'flag' or 'switch' that we can use with the smbclient utility to 'list' the 

available shares on Dancing? 
●​ -L 

 
V.​ How many shares are there on Dancing? 

●​ 4 

 
 
VI.​ What is the name of the share we are able to access in the end with a blank 

password? 
●​ Workshares 

 
VII.​ What is the command we can use within the SMB shell to download the files we 

find? 
●​ get 



 
VIII.​ Submit root flag 

 
 
 

D.​REDEEMER 
 

I.​ Which TCP port is open on the machine? 
●​ 6379 

 
II.​ Which service is running on the port that is open on the machine? 

●​ redis 
 
III.​ What type of database is Redis? Choose from the following options: (i) In-memory 

Database, (ii) Traditional Database 
●​ In-Memory Database 

 



IV.​ Which command-line utility is used to interact with the Redis server? Enter the 
program name you would enter into the terminal without any arguments. 

●​ redis-cli 
 

V.​ Which flag is used with the Redis command-line utility to specify the hostname? 
●​ -h 

 
VI.​ Once connected to a Redis server, which command is used to obtain the information 

and statistics about the Redis server? 
●​ info 

 
 

VII.​ What is the version of the Redis server being used on the target machine? 
●​ 5.0.7 

See highlighted redis_version above. 
 

VIII.​ Which command is used to select the desired database in Redis? 
●​ select 

 
IX.​ How many keys are present inside the database with index 0? 

●​ 4 
 

X.​ Which command is used to obtain all the keys in a database? 
●​ keys * 

 
XI.​ Submit root flag 



 
 
 
 
 
 
 

3. MODULE COMPLETION 
I forgott to capture the links after completing the modules and there is no way to retrive them 
aga. However the full screenshot below shows proves my completion with my username on the 
toright. 
 

 
 
 
 



4.  CONCLUSION 
This assignment has taught me essentials skills like how to identify open ports and services 
running using Nmap and how to connect to these services such as FTP, Telnet and SMB 
anonymously and retrieve sensitive information. These foundational skills that I have acquired in 
this assignment are invaluable to me as a Security Analyst. 


