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1. INTRODUCTION

This room focuses on the basics of cyber threat intelligence and its classifications. It also
explores various open-source tools for threat intel analysis, such as Urlscan, Abuse.ch, Phishtool,
and the Cisco Talos Intelligence platform, that are used for security investigations.

2. ANSWERS TO QUESTIONS

Urlscan.io
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The screenshot above highlights the answers to the questions below:

a. What was TryHackMe's Cisco Umbrella Rank based on the screenshot?
345612

b. How many domains did UrlScan.io identify on the screenshot?
13 domains.

c¢. What was the main domain registrar listed on the screenshot?
NAMECHEAP INC

d. What was the main IP address identified for TryHackMe on the screenshot?
2606:4700:10::ac43:1b0a



Abuse.ch

a. The IOC 212.192.246.30:5555 is identified under which malware alias name on
ThreatFox?

Mirai

ThreatFox Database

Indicators of Compromise (I0Cs) on ThreatFox are associated with a certain malware fas. A malware sample can be associated with only one malware family. The page below
gives you an overview on indicators of compromise associated with elf.mirai.

You can also get this data through the ThreatFox API.

Database Entry

Malware: [ 3% Mirai |

Malware alias:

First seen: 2020-12-27 07:34:56 UTC

Last seen: 2024-05-31 06:25:21 UTC

Number of 10Cs: 19'693
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b. Which malware is associated with the JA3 Fingerprint

51¢c64c¢77¢6013980ee290869b68c58a8 on SSL Blacklist?
Dridex

JA3 Fingerprints

Here you can browse a list of malicious JA3 fingerprints identified by SSLBL. JA3 is an open source tool used to fingerprint SSL/TLS client applications. In the
best case, you can use JA3 to identify malware traffic that is leveraging SSL/TLS.

Caution!

The JA3 fingerprints below have been collected by analysing more than 25,000,000 PCAPs generated by malware samples. These fingerprints have not
been tested against known good traffic yet and may cause a significant amount of FPs!
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entries
Listing Date (UTC) JA3 Fingerprint Listing Reason Malware Samples
2018-12-17 07:47:19 51c64c77e60f3980eea90869b68c58a8 [ Dridex | 227'010
Showing 1 to 1 of 1 entries (filtered from 96 total entries) Previous Next
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¢. From the statistics page on URLHaus, what malware-hosting network has the ASN
number AS14061?

URL haus . )

Statistics
ABUSE

The chart below shows the top malware hosting network by ASN. Please consider that some of them just offer CDN or proxy services and are hence not hosting the
malicious content it self rather than facilitate delivering the malicious payload to the user.

Top malware hosting networks in total (counting online and offline malware distribution sites):

Rank ASN Country Average Reaction Time Malware URLs
1 AS4837 CHINA169-Backbone @ CN 2 days, 14 hours, 16 minutes 784'672

2 AS9829 BSNL-NIB = IN 9 hours, 36 minutes 278'447

3 AS4134 CHINANET-BACKBONE @ CN 4 days, 1 hours, 59 minutes 171'455

4 AS17488 HATHWAY-NET-AP = IN 5 hours, 56 minutes 141'875

5 AS8661 PTK M AL 2 days, 1 hours, 28 minutes 97'550

6 AS17816 CHINA169-GZ @ CN 1 day, 8 hours, 25 minutes 82'768 =
7 AS13335 CLOUDFLARENET s US 3 days, 11 hours, 19 minutes 66'391

8 AS14061 DIGITALOCEAN-ASN g US 4 days, 9 hours, 44 minutes 56'818

9 AS17622 CNCGROUP-GZ @ CN 22 hours, 37 minutes 50'855

10 AS46606 UNIFIEDLAYER-AS-1 = US 13 days, 23 hours, 32 minutes 46'879

1 AS19871 NETWORK-SOLUTIONS-HOSTING = US 13 days, 6 hours, 11 minutes 37'061

12 AS16276 OVH LifR 10 days, 16 hours, 48 minutes 31'200

13 AS15169 GOOGLE = US 10 days, 14 hours, 35 minutes 30'087
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d. Which country is the botnet IP address 178.134.47.166 associated with according to
FeodoTracker?

IP address, AS number or AS name
ISUCIRGCIA Emotet (aka Heodo) | TrickBot M QakBot BumbleBee | Pikabot

Show 4 entries Search:

Firstseen (UTC) 1 Host Malware Status Network (ASN) Country

2021-04-22 22:04:30 178.134.47.166 [ % TrickBot | [ £ offline | AS35805 SILKNET-AS
Previous Next
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Phishtool
a. What social media platform is the attacker trying to pose as in the email?
Linkedin
b. What is the sender's email address?
darkabutla@sc500.whpservers.com
c. What is the recipient's email address?
cabbagecare@hotsmail.com
The screenshot below showcases the answers to the questions above.
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You can now add PhishTool to your list of email analysis tools.

Scenario

You are a SOC Analyst and have been tasked to analyse a suspicious email, Emaill.eml. To
solve the task, open the email using Thunderbird on the attached VM, analyse it and answer
the questions below.

Answer the questions below

What social media platform is the attacker trying to pose as in the email?
LinkedIn v Correct Answer Q Hint

What is the senders email address?

v Correct Answer

darkabutla@sc5 \pservers.com

What is the recipient's email address?

com v Correct Answer

What is the Originating IP address? Defang the IP address.

4 Submit Q Hint
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Woop woop! Your answer is correct
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by Patrick Cook

sender mail

receiver mail
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as linkedin

Never miss an update with LinkedIn app
Download the app
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d. What is the Originating IP address? Defang the IP address.

204[.]193[.]183[.]11

e. How many hops did the email go through to get to the recipient?
In the screenshot below, the received lines marked 1, 2, and 3,4 provide details on the

email traversal process across various SMTP servers for tracing purposes. These are the
number of hops the email went through. It took 4 hops to get to the recipient.
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You can now add PhishTool to your list of email analysis tools.

Scenario

You are a SOC Analyst and have been tasked to analyse a suspicious email, Emaill.eml. To
solve the task, open the email using Thunderbird on the attached VM, analyse it and answer
the questions below.

Answer the questions below

What social media platform is the attacker trying to pose as in the email?
Linkec v Correct Answer Q Hint

What is the senders email address?

darkabutla@sc500.whpserv com v Correct Answer

What is the recipient's email address?

v Correct Answer

cabbagecare@hotsmail.c

What is the Originating IP address? Defang the IP address.

4 Submit Q Hint
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Cisco Talos Intelligence
a. What is the listed domain of the IP address from the previous task?
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b. What is the customer name of the IP address?
We can identify the customer name of the IP address from the whois records.

K c1ph3rbnuk@DESKTOP-DI70INA:
ed: 2
ap.arin.net/registry/ip/204.93

Complete Web
2
Suite

Arlington Heights

I
60005

Scenario 1
You are a SOC Analyst. Several suspicious emails have been forwarded to you from other
coworkers. You must obtain details from each email to triage the incidents reported.

Task: Use the tools and knowledge discussed throughout this room (or use your resources) to
help you analyze Email2.eml found on the VM attached to Task 5 and use the information to
answer the questions.



a. According to Email2.eml, what is the recipient's email address?

chris.lyons@supercarcenterdetroit.com

b. From Talos Intelligence, the attached file can also be identified by the Detection
Alias that starts with an H...
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SAMPLE TYPE Zip archive data, at least v2.0 to extract, compression
method=deflate

CISCO SECURE ENDPOINT Formbook::gravity::ARC.INV.435BFC4C.CAE.Talos
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Scenario 2

You are a SOC Analyst. Several suspicious emails have been forwarded to you from other
coworkers. You must obtain details from each email to triage the incidents reported.



Task: Use the tools and knowledge discussed throughout this room (or use your resources) to
help you analyze Email3.eml found on the VM attached to Task 5 and use the information to
answer the questions.

a. What is the name of the attachment on Email3.eml?
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answer the questions. ot - Mozilla Thunderbird
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What is the name of the attachment on Email3.eml? Customer Service <quickbooks@notification.inttuit.com>¥¥
Purchase Order Receipt 10/13/21,14:19
< Submit [recipient's email address] <>
What malware family is associated with the attachment on Email3.eml? jease find our purchase order attached to this email
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Sale Date: 10/13/2021
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Answer the questions below
try :~$ sha256sum Sales Receipt\ 5606.xls

What is the name of the attachment on Email3.eml? b8ef959a9176aef07fdca8705254a163b50b49a17217a4ff0107487f59d4a35d Sales_Receipt

Sales_Receipt 56 v Correct Answer

What malware family is associated with the attachment on Email3.eml?

Dridex v Correct Answer
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B8EF959A9176AEFO7FDCA8705254A163B50B49A17217A4FF0107487F59D4A35D

Clicking the above SHA256 will redirect you to Cisco ThreatGrid. This service requires a ThreatGrid subscription.

FILE SIZE 84480 bytes

SAMPLE TYPE OLE 2 Compound Document, V. , SecID 0x1, 2 FAT sectors, Mini
FAT start sector 0x7f, 2 Mini FAT sectors
97-2003 addin

CISCO SECURE ENDPOINT XLS.INV.B8EF959A.CAE.Talos
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3. MODULE COMPLETION
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Congratulations!

You've completed the room! Share this with your friends:

Leave feedback
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4. CONCLUSION

This assignment gave me a basic foundation for threat intelligence using open-source tools like
Abuse.ch, Urlscan.io and Cisco Talos Intelligence to triage through incidents. It was really
engaging and informative. I look forward to applying these investigative skills that I have
learned in an incident response process.



