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1. INTRODUCTION

This assignment introduces malware analysis, why it is important, and the various tools and

techniques that can be used to analyze a malicious piece of code while it is executing and
without executing it.

2. ANSWERS TO QUESTIONS

Understanding Malware campaigns

a. What is the famous example of a targeted attack-esque Malware that targeted Iran?
® Stuxnet

b. What is the name of the Ransomware that used the Eternalblue exploit in a '""Mass
Campaign' attack?
® Wannacry
Answer the questions below
What is the famous example of a targeted attack-esque Malware that targeted Iran?

v Correct Answer

What is the name of the Ransomware that used the Eternalblue exploit in a "Mass Campaign" attack?

v Correct Answer

Identifying if a malware attack has happened

a. Name the first essential step of a Malware Attack.
® Delivery

b. Now, name the second essential step of a Malware Attack.
e Execution

c. What type of signature is used to classify remnants of infection on a host?
® Host-Based Signatures

d. What is the name of the other classification of signature used after a Malware
attack?

® Network-Based Signatures



Answer the questions below

Name the first essential step of a Malware Attack?
Delivery v Correct Answer

Now name the second essential step of a Malware Attack?
Execution v Correct Answer

What type of signature is used to classify remnants of infection on a host?
Host-Based Signatures

v Correct Answer Q Hint

What is the name of the other classification of signature used after a Malware attack?

ork-Based Signature v Correct Answer Q Hint ‘
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Obtaining MDS checksums of provided files
Identify the MDS5 Checksums of the three files provided in "Task 7" (You can use Ctrl + C & Ctrl
+ V over RDP)
a. The MDS5 Checksum of aws.exe
e D2778164EF643BA8F44CC202EC7EF157

b. The MDS Checksum of Netlogo.exe
e 59CB421172A89E1E16C11A428326952C

¢. The MD5 Checksum of vlc.exe
e 5416BE1B8B04B1681CB39CFOE2CAADIF

Answer the questions below
The MD5 Checksum of aws.exe

D2778164EF643BA8F44CC202ECTEF157 v Correct Answer
The MD5 Checksum of Netlogo.exe

B421172A89E1E16C11A428326952C v Correct Answer

The MD5 Checksum of vic.exe

5416BE1B8B04B1681CB39CFOE2CAADIF v Correct Answer ‘
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Now let’s see if the MDS checksums have been analyzed before

a. Does Virustotal report this MD5 Checksum / file aws.exe as malicious? (Yay/Nay)
® Nay



VirusTotal - File - 90002169197 X - §5-C2-24: Critical Thinking &

TryHackMe | MAL: Malware In X
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Z Q  900021691973aafe47b125d51e1bae5192760e91552dda0c7051226640c0a248

C Reanalyze = Simila

900021691973aafe47b125d51e1bae5192760e91552dda0c7051226640c0a248
962.70 KB 21 hours ago

vic.exe

pe idle detectdebug-environment  G4bits  assembly  signed  overlay long-sleeps

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 3

ur Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Basic properties
5416be1b8b04b1681cb39cf0e2caadof
29c26d62104e37d271f6ee1d3f5fd88e55b89db
900021691973aafe47b125d51e1bae5192760e91552dda0c7051226640c0a248
0950e76d155515555c05105824553fz23z11zbazl

Vhash
Authentihash 69432591a65d64e9a04a3204e28421ad25736¢c3b92e5848e331e1c733146e9a

MD5
SHA-1
SHA-256

b. Does Virustotal report this MDS Checksum / file Netlogo.exe as malicious?

(Yay/Nay)
® Nay
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2 Q  eB6ee0e2f0aec066c3315b40f754ee25ac3c7d3dbTdec20c2e82c8d9f5695536 N sign up )
C Reanalyze = Similar~  More v

e86ee0e2f0aec066c3315b40f754ee25ac3c7d3dbTdec20c2e82c8d9f5695536 t
49.00 KB 8days ago

NetlLogo.exe

6abits  viator longsleeps  assembly detect-debug-environment

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

nsights and crowdsourced detections, plus an AP key to automate checks.

our Community and enjoy additional community

Basic properties
59cb421172a89e1e16c11a428326952¢
SHA-1 7583db73674f2340a3244b4e0dd9c0973e9899ff
SHA-256 e86ee0e2f0aec066c3315b40f754ee25ac3c7d3db7dec20c2e82c8d9f5695536

MD5

Vhash 054066651d1515751az16hz13z272352
Authentihash ¢8235dfc442649b77f6629023269f5739bffd46/b99226c35ecc0652212d522

c. Does Virustotal report this MD5 Checksum / file vlc.exe as malicious? (Yay/Nay)

® Nay



VirusTotal - File - 28b001bb%a7 X TryHackMe | MAL: Malware In X - §5-C2-24: Critical Thinking &
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E Q  28b001bb9a72ae7a24242bfab248d767alac5dec981c672a3944f7a072375e9a

C Reanalyze

28b001bb9a72ae7a24242bfab248d767alac5dec981c672a3944f7a072375¢9a
system_embedded_python_Lib_site-packages_setuptools_cli-64.exe 73.00KB

peexe idle  long-sleeps  checks-disk-space  trusted  viator  assembly  known-distributor  detect-debug-environment  64bits

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY ' 24+

our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Basic properties @

MD5 d2778164ef643basf44cc202ec7ef157

SHA-1 3leee7114eed6b0d2fb77c9f3605057639050786

SHA-256 28b001bb9a72ae7a24242bfab248d767alac5dec981c672a3944f7a072375e9a
Vhash 074046655d155az51!z

Authentihash 53057dc2aa89f38b306ce21a928faabd0b1c18a368171c3e7f7f87389f19c225

Identifying if executables are obfuscated or packed

a. What does PelD propose 1IDE9176AD682FF.dll being packed with?
® Microsoft Visual C++ 6.0 DLL
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b. What does PelD propose AD29AA1B.bin being packed with?
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1DES176ADBE2FF il
AD29AATB bin

Fie: [Ci\isers\analys\Deskton Tasks T ask SVAD29AA 1.5 =]

Entrypont: 00001820 £ Secton: [ text

Fie Offset: (00001820 FestBytes: [55,88,6C,6A

Likes nfo: (60 Subsystem: W32 console >
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c. What packer does PelD report file "6F431F46547DB2628" to be packed with?
e FSG 1.0 -> dulek/xt

ThisPC » Desktop » Tasks » Task 10
Name

6FA31FAS47DB2628

@ P03 - x

Fie: [ C:\isers Vnalysis\Desktop!\Tasks Task 1016F431F 46547062628

Entrypont: 00005000 £ secton: ||

2l
Fie Offset: 06000600 Frstoyes: (8,001 3]
Unker info: (60 >1

Subsystem: [Win32 console

Mdvscan | | Toskvens | |_gptors et
S]E
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Introduction to strings

a. What is the URL that is outputted after using "strings"
® practicalmalwareanalysis.com
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Introduction to strings

a. How many references are there to the library '"msi" in the "Imports" tab of IDA
Freeware for "install.exe"
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Introduction to strings
a. What is the MDS5 Checksum of the file?
e f5bd8e6dc6782ed4dfa62b8215bdc429
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b. Does Virustotal report this file as malicious? (Yay/Nay)
e Yay

VirusTotal - File - 0cab8c9814b. X +
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Security vendors' analysis © Do you want to automate checks?

MaxSecure Trapmine
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¢. Output the strings using Sysinternals "strings" tool. What is the last string

outputted?
e d:h:
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d. What is the output of PelD when trying to detect what packer is used by the file?
® Nothing Found
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3. MODULE COMPLETION
https://tryhackme.com/p/c1ph3rbnuk
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4. CONCLUSION

This assignment has taught me how to to use tools like the strings utility to uncover interesting
strings hardcoded within a binary like URLs, PEid to identify whether a malicious executable is
packed or obfuscated, Virustotal to confrim the legitimacy of an executable by it’s hash and
IDA pro to view the libraries imported by a malicous binary respectively.
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