INTRODUCTION TO CYBERSECURITY

ASSIGNMENT REPORT

=4 |Introduction to Cyber Security

Cyber Security is a huge topic, and it can be challenging to know where to start. This path will give you a hands-on introduction to different areas
within cyber, including:

« Careers in Cyber Security

« Offensive Security; hacking your first application

« Defensive Security; defending against a live cyber attack
« Exploring security topics in the industry

Completing this learning path will give you the knowledge to kick start your cyber journey.

No Prior Knowledge

« You need no prerequisite to start this pathway! Just enthusiasm and excitement to learn!

Peter Kinyumu,
cs-sa07-24067,
May 15th, 2024.



1. INTRODUCTION

This module provides an introduction to cybersecurity and foundational knowledge of the
different careers in cybersecurity. It introduces the two major paths in cybersecurity: offensive
security and defensive security. The offensive security room guides us through hacking our first
application, a fake bank, and exploiting IDOR within a web app. In contrast, the defensive
security room introduces us to the world of digital forensics and teaches us how to uncover traces
left behind by attackers by exploring file metadata information.

2. ANSWERS TO QUESTIONS

1. Introduction to cybersecurity
a. Which of the following options better represents the process where you simulate a
hacker's actions to find vulnerabilities in a system?
Offensive Security
Defensive Security

Offensive security is the correct answer because it involves breaking into computer
systems to find loopholes and mitigate them before the attacker finds them.

b. Hacking your first machine

The machine I had access to from the challenge is the web application below called FakeBank.
]

File Machine View Input Devices Help

aliLinux @ KaliTools @ KaliDocs N Kali Forums X Kali NetHunter = Exploit-DB % Google Hacking DB ¢ OffSec

. Safe & Secure
Our Products & Services ¥

Internet Banking

Mrs G. Benjamin
Bank A int Number: 8881 !e
-$1,232.3
Classic Account
-$1,232.32 Account nee
Credit Card N
s Transactions
Fast Food $17.11
& Apple $1804.77
B ravel $19.58
N netnix $9.99
Amazon $77.43

Shopping $73.08

Y 5 & WO 1Y &, @ B2 right i

| O Search s | S o - £ o s ¢ @® 25°C sunny We v ooz us B



The first step was to use a tool called gobuster to perform a directory enumeration of the site, a
brute-force approach to listing all pages that exist on the site using a list of potential directory

names. The command used was gobuster http://fakebank.com
wordlist.txt dir.
Vi
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From the command output, we uncovered a hidden path(directory) within the website that we did
not know about before, the] page. With the secret page we’ve identified, we can try
to access it from the fakebank site.

ank-transfer
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Viola! We have access to an admin page that allows us to transfer funds between accounts! When
we transfer $2000 to ourselves as per the challenge, we get the answer to the question.
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2. Introduction to Offensive Security

Web application security risks
Being able to brute-force a login for unlimited attempts without locking down the account falls
under Identification and Authentication Failure. Saving passwords in cleartext is a vulnerability
that falls under cryptographic failure.

Answer the questions below
You discovered that the login page allows an unlimited number of login attempts without trying to slow down the user or lock the account. What is the category of this security risk?

Identification and Authentication Failure v Correct Answer

You noticed that the username and password are sent in cleartext without encryption. What is the category of this security risk?

Cryptographic Faill v Correct Answer
Task3 @ Practical Example of Web Application Security v
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occur if too much trust has been placed on that input data. In other words, the web application Instructions

does not validate whether the user has permission to access the requested object. -
This inventory management system manages all the

shipments related to tires. A competitor sent a group of
malicious actors to sabotage our logistics. The attackers
used the account of one of the employees and mixed up
the planned shipments. If incorrect shipments are sent,

production will be delayed.

Just providing the correct URL for a user or a product does not necessarily mean the user
should be able to access that URL. For instance, consider the product page
https://store.tryhackme.thm/products/product?id=52 RICKENESNGRGINIUNR RIS
details about product numberl . In the database, items would be assigned numbers
sequentially. The attacker would try other numbers such asorE instead OFE; this

might reveal other retired or unreleased products if the web application is vulnerable.

Let’s consider a more critical example; the URL A Main BB Planned Shipments Inventory ‘D
would return the user with m Inventory Management System
Again, we expect the users to have sequential ID numbers. The attacker would try other orders

numbers and possibly access other user accounts. This vulnerability might work with
sequential files; for instance, if the attacker sees [CLYB3RI. the attacker might try other
numbers such as , and ilarly, if you were ID number 16 and
ID number 17 was another user, by changing the ID to 17, you could see sensitive data that

belongs to another user. Likewise, they can change the ID to 16 and see sensitive data that
belongs to you. (Of course, we assume here that the system is vulnerable to IDOR.)

Click on “View Site,” and let’s see this in action. You will see a page showing an Inventory

Management System. If you click on the “Planned Shipments” tab, you will discover that an
attacker has managed to mix things up as part of sabotage plans. Notice how they send the

wrong tires to each assembly line; for instance, they assign scooter tires and motorcycle tires to

bike assembly! If left unfixed, all tires will go to the wrong assembly.
Beginner IDOR
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When we access planned shipments, we discover that somethings have been mixed up. An
attacker has hacked the system and sent the wrong tyres to the wrong assembly line. Our job is to
hack back and revert the changes.
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SKU0015 Mountain Bike Tires
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When we look at your Your activity tab, we note that the employee id is used in the request to
access the employee information. That means we can pass any employee idlike 12 and perhaps
we can view information of other employees. This poses a risk called IDOR(Indirect Object
Reference)
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Click on “View Site,” and let’s see this in action. You will see a page showing an Inventory Instructions
Management System. If you click on the “Planned Shipments” tab, you will discover that an
This inventory management system manages all the
shipments related to tires. A competitor sent a group of
malicious actors to sabotage our logistics. The attackers
used the account of one of the employees and mixed up
the planned shipments. If incorrect shipments are sent,
production will be delayed.

attacker has managed to mix things up as part of sabotage plans. Notice how they send the
wrong tires to each assembly line; for instance, they assign scooter tires and motorcycle tires to

bike assembly! If left unfixed, all tires will go to the wrong assembly.

We will hack the system back and undo the attacker’s steps. On “Your Activity,” you can see the
activity of one of the users. We have reason to believe that this website has an IDOR

vulnerability.
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Answer the questions below

Check the other users to discover which user account was used to make the malicious changes
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So,our goal is discover which user account was used to make the malicious changes and revert
them. Guessing different employee id’s from 1... we uncover that the suer account with
employee with id 9(Database administrator) was used to make the malicious changes.
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This inventory management system manages all the
shipments related to tires. A competitor sent a group of
malicious actors to sabotage our logistics. The attackers
used the account of one of the employees and mixed up
the planned shipments. If incorrect shipments are sent,

production will be delayed.

Click on “View Site,” and let’s see this in action. You will see a page showing an Inventory

Management System. If you click on the “Planned Shipments” tab, you will discover that an

attacker has managed to mix things up as part of sabotage plans. Notice how they send the
wrong tires to each assembly line; for instance, they assign scooter tires and motorcycle tires to

bike assembly! If left unfixed, all tires will go to the wrong assembly.

We will hack the system back and undo the attacker’s steps. On “Your Activity,” you can see the

activity of one of the users. We have reason to believe that this website has an IDOR

vulnerability. A Main B Planned Shipments Inventory '®
Inventory Management System
Your Acti

Answer the questions below

Check the other users to discover which user account was used to make the malicious changes

and revert them. After reverting the changes, what is the flag that you have received? N Name:
I Alya
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Database Administrator
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Let’s revert the changes. We get the flag.
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Click on “View Site,” and let’s see this in action. You will see a page showing an Inventory
Management System. If you click on the “Planned Shipments” tab, you will discover that an
attacker has managed to mix things up as part of sabotage plans. Notice how they send the

wrong tires to each assembly line; for instance, they assign scooter tires and motorcycle tires to .
& Y ! vassig veet Alya fixed the Inventory

bike assembly! If left unfixed, all tires will go to the wrong assembly. Management System!

We will hack the system back and undo the attacker’s steps. On “Your Activity,” you can see the
activity of one of the users. We have reason to believe that this website has an IDOR
vulnerability.

Answer the questions below THM{IDOR_EXPLORED}

Check the other users to discover which user account was used to make the malicious changes
and revert them. After reverting the changes, what is the flag that you have received?
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3. Introduction to Defensive Security
Introduction to Digital Forensics

a. Itis essential to keep track of who is handling it at any point in time to ensure that
evidence is admissible in the court of law. What is the name of the documentation
that would help establish that?

Chain of custody, in legal contexts, is the chronological documentation or paper trail that
records the sequence of custody, control, transfer, analysis, and disposition of materials,
including physical or electronic evidence. This protects its integrity and ensures it is
admissible in court.

b. Our cat, Gado, has been kidnapped. The kidnapper has sent us a document with
their requests.
Our goal is to analyze the metadata information to uncover some evidence details about
the hacker.
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To whom it may concern,

We have abducted Gato.

If you want to see Gato again, you need to send
us XMR 3.14159; yes, in Monero cryptocurrency.

If you cannot use Monero, we will accept the
amount in Bitcoin: BTC ©.0165.

You have 3 days to comply; otherwise, we will
send Gato to a very far away animal shelter.

Gato is warm.. for now.
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Metadata refers to data about data. Every file contains some properties about itself like
the creation time, modification time, size, sometimes even geolocation information for
images. We can leverage this to analyze the information of the files sent by the attacker
and see what we can identify.

The pdfinfo command can be used to view the metadata information of any pdf file.



I. Using pdfinfo, find out the author of the attached PDF file, ransom-letter.pdf.
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EXIF(Exchangeable Image File Format) is the metadata information for image files.
This information may contain the camera model used to capture the info, date and time
and sometimes the geolocation position where the image was captured.

I1. Using exiftool or any similar tool, try to find where the kidnappers took the
image they attached to their document. What is the name of the street?

exiftool image-letter.jpg
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The street where the image was captured is the Milk Street in London.

II1. What is the model name of the camera used to take this photo?
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3. MODULE COMPLETION

There was no sharable link provided for the completion of the three specific rooms.
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Congratulations!

You’ve completed the room! Share this with your friends:

Leave feedback

> Next Room: Intro to Defensive Security
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4. CONCLUSION

This was a very insightful lesson on the introduction to cybersecurity. I have learnt about
directory enumeration, which is discovering hidden directories within a web application that
could provide a way to gain unauthorised access. I learned how to achieve this using a tool called
gobuster. Additionally, I have learned about web application security risks and vulnerabilities
like Brocken access control and Cryptographic failures and managed to exploit an IDOR
vulnerability within a web application. Lastly, I learned about digital forensics and how to use
tools like exiftool and pdfinfo to investigate the metadata information of files.

This was a fun experience, and I look forward to exploiting more web vulnerabilities and
catching attackers with more digital forensics skills.



