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1.​  INTRODUCTION 
This module provides an introduction to cybersecurity and foundational knowledge of the 
different careers in cybersecurity. It introduces the two major paths in cybersecurity: offensive 
security and defensive security. The offensive security room guides us through hacking our first 
application, a fake bank, and exploiting IDOR within a web app. In contrast, the defensive 
security room introduces us to the world of digital forensics and teaches us how to uncover traces 
left behind by attackers by exploring file metadata information. 
 
 

2.​ ANSWERS TO QUESTIONS 
 

1. Introduction to cybersecurity 
a.​ Which of the following options better represents the process where you simulate a 

hacker's actions to find vulnerabilities in a system? 
●​ Offensive Security 
●​ Defensive Security 

Offensive security is the correct answer because it involves breaking into computer 
systems to find loopholes and mitigate them before the attacker finds them. 

b.​ Hacking your first machine 
The machine I had access to from the challenge is the web application below called FakeBank. 

 



The first step was to use a tool called gobuster to perform a directory enumeration of the site, a 
brute-force approach to listing all pages that exist on the site using a list of potential directory 
names. The command used was gobuster -u http://fakebank.com -w 
wordlist.txt dir. 

 

From the command output, we uncovered a hidden path(directory) within the website that we did 
not know about before, the/bank-transfer page. With the secret page we’ve identified, we can try 
to access it from the fakebank site. 



 

Viola! We have access to an admin page that allows us to transfer funds between accounts! When 
we transfer $2000 to ourselves as per the challenge, we get the answer to the question. 

 

 



2. Introduction to Offensive Security 
Web application security risks 

Being able to brute-force a login for unlimited attempts without locking down the account falls 
under Identification and Authentication Failure. Saving passwords in cleartext is a vulnerability 
that falls under cryptographic failure. 

 
 
In this section, we’ll be exploiting the Inventory management system shown below. 
 

 
When we access planned shipments, we discover that somethings have been mixed up. An 
attacker has hacked the system and sent the wrong tyres to the wrong assembly line. Our job is to 
hack back and revert the changes. 



 
 
When we look at your Your activity tab, we note that the employee id is used in the request to 
access the employee information. That means we can pass any employee idlike 12 and perhaps 
we can view information of other employees. This poses a risk called IDOR(Indirect Object 
Reference) 

 
 



So,our goal is discover which user account was used to make the malicious changes and revert 
them. Guessing different employee id’s from 1… we uncover that the suer account with 
employee with id 9(Database administrator) was used to make the malicious changes. 

 
 
Let’s revert the changes. We get the flag.

 
 



3. Introduction to Defensive Security 
​ Introduction to Digital Forensics 
 

a.​ It is essential to keep track of who is handling it at any point in time to ensure that 
evidence is admissible in the court of law. What is the name of the documentation 
that would help establish that? 
Chain of custody, in legal contexts, is the chronological documentation or paper trail that 
records the sequence of custody, control, transfer, analysis, and disposition of materials, 
including physical or electronic evidence. This protects its integrity and ensures it is 
admissible in court. 
 

b.​ Our cat, Gado, has been kidnapped. The kidnapper has sent us a document with 
their requests.  
Our goal is to analyze the metadata information to uncover some evidence details about 
the hacker. 

 
 
 Metadata refers to data about data. Every file contains some properties about itself like 
the creation time, modification time, size, sometimes even geolocation information for 
images. We can leverage this to analyze the information of the files sent by the attacker 
and see what we can identify. 
 
The pdfinfo command can be used to view the metadata information of any pdf file.  
 



I. Using pdfinfo, find out the author of the attached PDF file, ransom-letter.pdf. 

 
 
 
EXIF(Exchangeable Image File Format) is the metadata information for image files. 
This information may contain the camera model used to capture the info, date and time 
and sometimes the geolocation position where the image was captured. 
 
II. Using exiftool or any similar tool, try to find where the kidnappers took the 
image they attached to their document. What is the name of the street? 
 
exiftool image-letter.jpg 



 
 

 
 
The street where the image was captured is the Milk Street in London. 
 
III. What is the model name of the camera used to take this photo? 



 
 
 
 

3.  MODULE COMPLETION 
 
There was no sharable link provided for the completion of the three specific rooms. 
  

 



 
 

 
 
 
 
 
 



4.  CONCLUSION 
This was a very insightful lesson on the introduction to cybersecurity. I have learnt about 
directory enumeration, which is discovering hidden directories within a web application that 
could provide a way to gain unauthorised access. I learned how to achieve this using a tool called 
gobuster. Additionally, I have learned about web application security risks and vulnerabilities 
like Brocken access control and Cryptographic failures and managed to exploit an IDOR 
vulnerability within a web application. Lastly, I learned about digital forensics and how to use 
tools like exiftool and pdfinfo to investigate the metadata information of files. 
 
This was a fun experience, and I look forward to exploiting more web vulnerabilities and 
catching attackers with more digital forensics skills. 


