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1. INTRODUCTION

This room teaches log analysis, an essential skill for a security analyst to identify, detect and
respond to security incidents. It teaches foundational investigation theory for effective log
analysis investigations and the common tools used for log analysis including command line ones,
cybercheff, sigma and yara.

2. ANSWERS TO QUESTIONS

Investigation theory
a. What's the term for a consolidated chronological view of logged events from diverse
sources, often used in log analysis and digital forensics?
® Super Timeline

b. Which threat intelligence indicator would 5b31f93¢c09ad1d065c0491b764d04933 and
763f8bdbc98d105a8e82136157e¢98bbe be classified as?
e File Hashes

Answer the questions below
What's the term for a consolidated chronological view of logged events from diverse sources, often used in log analysis and digital forensics?

v Correct Answer

Which threat intelligence indicator would EIEREEREEREISILEEALY/ZE LR R Y and RS TR LR CLEEE YRR TS By LEE NI be classified as?

v Correct Answer .
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Detection Engineering

a. What is the default file path to view logs regarding HTTP requests on an Nginx
server?

e /var/log/nginx/access.log

b. A log entry containing %2E%2E%2F%2E%2E%2Fproc%2Fself%2Fenviron was
identified. What kind of attack might this infer?
e Path traversal

Answer the questions below
What s the default file path to view logs regarding HTTP requests on an Nginx server?
v Correct Answer

LYCEELNGRIICIRINGY %2E%2E%2F %2E%2E%2F prock2F self%2Fenviron

was identified. What kind of attack might this infer?

v Correct Answer .
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Automated Vs Manual Analysis
a. A log file is processed by a tool which returns an output. What form of analysis is
this?
e Automated
b. An analyst opens a log file and searches for events. What form of analysis is this?
® Manual

Answer the questions below
Alog file is processed by a tool which returns an output. What form of analysis is this?

v Correct Answer

An analyst opens a log file and searches for events. What form of analysis is this?

v Correct Answer '
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L+l
9 ' -f 7 apache-1691435735822.1og | grep flag
/index.php? =c701d43cc5a3acb9b5be4db7f1be94f6

' -f 9 apache-1691435735822.1og | grep 200 | wc -1
52

' -f 1 apache-1691435735822.1og | uniq -c |sort -r | head -n 1
2 145.76.33.201

' -f 1,4,5,7 apache-1691435735822.1og | grep 'login.php' | grep '110.122.65.76'

[31/Jul/2023:12:34:40 +0000]| /login.php

@ O search ; it @ © = Usp/ruB A~ B g v T ®m s

a. Use cut on the apache.log file to return only the URLs. What is the flag that is
returned in one of the unique entries?
® c701d43cc5a3acb9b5b04db7£f1be%4£6



b. In the apache.log file, how many total HTTP 200 responses were logged?
e 52

c. In the apache.log file, which IP address generated the most traffic?
e 145.76.33.201

d. What is the complete timestamp of the entry where 110.122.65.76 accessed
/login.php?
e 31/Jul/2023:12:34:40 +0000

Log Analysis tools: Regular Expression

a. How would you modify the original grep pattern above to match blog posts with an
ID between 22-26?
® post=2[2-6]

L+l

3 $ grep -E 'post=2[2-6]' apache-ex2.log
66.78.92.112 - - [03/Aug/2023:0 :55 +0000] "GET /blog.php? HTTP/1.1" 200 - "Mozilla/5.0"
75.102.56.44 - - [08/Aug/2023:1 :59 +0000] "GET /blog.php? HTTP/1.1" 200 - "
109.54.87.56 - - [08/Aug/2023:21:49 +0000] "GET /blog.php? HTTP/1.1" 200
145.98.99.54 - - [09/Aug/2023 3 +0000] "GET /blog.php? HTTP/1.1" 200 -
76.56.102.210 - - [16/Aug/20. 8 +0000] "GET /blog.php? HTTP/1.1" 200 - "Mozilla/5.0"

76.210.56.102 - - [17/Aug/2023:05:15:43 +0000] "GET /blog.php? HTTP/1.1" 200 - "Mozilla/5.0"
8 $

b. What is the name of the filter plugin used in Logstash to parse unstructured log
data?
® Grok

Log Analysis tools: CyberCheff

a. Upload the log file named "access.log" to CyberChef. Use regex to list all of the IP
addresses. What is the full IP address beginning in 212?
e 212.14.17.145
e The regex below will match an IP address beginning with 212.
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< (6] 25 gchqagithub.io,
@ Crackmes &4 Gmail » YouTube & Maps 3 All Bookmarks
Download CyberChef & Last build: 18 days ago - Version 10 is here! Read about the new features here Options Q About / Support 0
Operations Recipe ~ 0B 8 Input +0O=38 =
. 143.110.222.166 - - [27/Sep/2023:00:14:08 +0000] "GET / HTTP/1.1" . "
re ~ File details
9 il 401 677 "-" "Mozilla/5.0 (iPhone; CPU iPhone 0S 16_1 like Mac 0S

X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1

Register Built in regexes
User defined Mobile/15E148 Safari/604.1"
: 45.79.172.21 - - [27/Sep/2023:00:40:38 +0000] "GET / HTTP/1.1"
Regular expression S -
Reqex 401 5196 "-" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 13_1)
To Case Insensitive Regex (212\.)([0-91{1,3}\.){2}[0-9]{1,3} AppleNebKit/537.36 (KHTHL, like Gecko) Chrome/168.0.0.0
YG) Safari/537.36"
. = ,  34.76.158.233 - - [27/Sep/2023:00:55:40 +0008] "GET / HTTP/1.1"
From Case Insensitive Regex 401 733 "-" "python-requests/2.31.0" Name: accesslog
R 74.50.79.238 - - [27/Sep/2023:01:00:11 +6000] "POST Size: 19,051 bytes
Render Image Case insensitive and $ match at newlines /boaform/admin/formLogin HTTP/1.1" 401 733 Type:  unknown
“hitn //167 245 42 14480 /3dmin/lnain acn” "Mazil1a/8 O (¥11- Inaded: 10n%
Resize Image me 19051 = 111 Tr Raw bytes © LF
D Dot matches all D Unicode support -
Rotate Image Output  #% B0OmE::
Output format
Rotate right [ Astral support  [] Display total List matches

Optical Character Recognition
Streebog
Pseudo-Random Number Generator

From MessagePack

Parse IP range

STEP

https://github.com, hef/blob/master/CHANGELOG.md
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b. Using the same log file from Question #2, a request was made that is encoded in
base64. What is the decoded value?
e THM{CYBERCHEF WIZARD}
e We can use the highlighted regex below to matchthe base64 request
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Download CyberChef ¥ Last build: 18 days ago - Version 10 is here! Read about the new features here Options &% About / Support @
Operations Recipe ~omB Input +0DO3 e =
neyuiar eapression . .
base6 143.110.222.166 - - [27/Sep/2023:00:14:08 +0000] "GET / HTTP/1.1 File details
Built in reqexes 401 677 "-" "Mozilla/5.0 (iPhone; CPU iPhone 0S 16_1 like Mac 0S
To Base62 User defined X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1

Mobile/15E148 Safari/604.1"

IoBase6d Re 45.79.172.21 - - [27/Sep/2023:00:40:38 +0000] "GET / HTTP/1.1"
(/[A-Za-z0-9]+ 401 5196 "-" "Mozilla/5. (Macintosh; Intel Mac 0S X 13_1)
[+) @ AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.8.0
4

Fra 2
'om Base6. Safari/537.36"

F Base64 34.76.158.233 - - [27/Sep/2023:00:55:40 +6000] "GET / HTTP/1.1"
rom Base64
R - .31.0" Name:  access.lo
Case insensitive A and $ match at newlines 401 733 Python-requests/2.31.0 9
74.50.79.238 - - [27/Sep/2023:01:00:11 +0000] "POST Size: 19,051 bytes
Show Base64 offsets /boaform/admin/formLogin HTTP/1.1" 401 733 Type:  unknown
“httn.//187 745 42 144-80/3dmin/lncin acn® "Ma7i11a/5 6 (¥11- Inaded: 100%
Fernet Decrypt D Dot matches all I:‘ Unicode support s 19051 = 111 Tr Raw Bytes ¢ LF
Fernet Encrypt Output format Output %] |_|:| m o

D Astral support I:‘ Display total List matches
Fork /VERNe@NZQKVSQehFR19XSVpBUKRO==

From Base32 From Base64

From Base58 Alphabet -
A-Za-z0-9-_
From Base85

Remove non-alphabet chars D Strict mode
Parse SSH Host Key

To Base32 STEP
Auto Bake

To BaseS8
£ search = Usp/IpY




e After which we can then use base64 to decode the string and retrieve the flag.

A-Za-20-9-_
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@ Crackmes & Gmail » YouTube & Maps 3 All Bookmarks
Download CyberChef ¥ Last build: 18 days ago - Version 10 is here! Read about the new features here Options &8 About / Support @
Operations Recipe ~omi Input + 0S8 =

neyuiar eapressiun
base6 143.110.222.166 - - [27/Sep/2023:00:14:08 +0000] "GET / HTTP/1.1" File details

Built in reqexes 401 677 "-" "Mozilla/5.@ (iPhone; CPU iPhone 05 16_1 like Mac 0S
To Base62 User defined X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1
Mobile/15E148 Safari/64.1"
To Base64 Reaex 45.79.172.21 - - [27/Sep/2023:00:40:38 +0000] "GET / HTTP/1.1"
(/[A-Za-20-9]+)=+ 401 5196 "-" "Mozilla/5. (Macintosh; Intel Mac 0S X 13_1)
[+) @ AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0
From Base62 = X
s Safari/537.36"
o Basebi 34.76.158.233 - - [27/Sep/2023:00:55:40 +0000] "GET / HTTP/1.1"
rom Base64
o neo - .31.0" Name:  access.lo
Case insensitive A and $ match at newlines de1 733 python-requests/2.31.0 9
74.50.79.238 - - [27/Sep/2023:01:00:11 +0000] "POST Size: 19,051 bytes
Show Base64 offsets /boaform/admin/formLogin HTTP/1.1" 401 733 Type:  unknown
. Uhttn://187 JA8 A2 144:80/3dmin/1nain acn" "Mazi11a/8 O (Y11 I naded:  100%
Fernet Decrypt D Dot matches all D Unicode support mc 19051 = 111 Tr Raw Bytes & LF
Fenet Encrypt 0 0 Output B0m:
Astral support Display total :

.y List matches THM{CYBERCHEF_WIZARD)]
From Base32 From Base64 ~
From Base58 I Alphabet - l

From Base85
Remove non-alphabet chars D Strict mode

Parse SSH Host Key

To Base32 v
STEP ] °®
Auto Bake
® Tr Raw Bytes ¢ (R (detected)

To Base58

L /O Search ¢ = 18:20

c. Using CyberChef, decode the file named "encodedflag.txt" and use regex to extract
by MAC address. What is the extracted value?
e (08-2E-9A-4B-7F-61
e The regex below will match a Mac address format of 5 pairs of hexadecimal
characters followed by a hyphen then followed by a last pair of hexadecimal
characters.
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Download CyberChef & Last build: 18 days ago - Version 10 is here! Read about the new features here Options ¢ About / Support o
Operations Recipe ~ 0B Input +0= .
regex From Base64 ~ MDgtMKUtOUEtNEItNOZFLTYXMEEtMOMtOE ItNUQENKFGLTKYMEItMUUtNKMENOQENE File details
ZFLTgzMEMtNEItNOE tOUQtMKNFLTEIMEQtNKYtOEMtMUULMOIELTcOMEULNOQtMKIt
N NUMtOUFFLTYWMEYtNUMtMOQtOEITtNEFFLTI3MUEtOUQtMkMtMOUtNOIGLTU4MUILOE 7
Regular expression Alphabet
A-Za-20-9+/= - UtNEYtNOEtNKRFLTIWMUMtNOEtMOUtNUYtOUNGLTQ2MUQtNKItNEELOEYtMkIFLTAS

MUUtNEYtOUQENUMEMOF FLTY3MUYMOE tNKTtMkQtOEZF L TUyMKEtMUQLOEYOUMENU
JFLTc2MKTtMEMENUE tMBQENEZF L TgxMkMEOUT tNOUtOEQtMUFGL TMOMKQEOEMENKY L
Remove non-alphabet chars D Strict mode NUUtMERFLTE@MKUtNOYNEItNKEtOUNFLTgSMKYtNKUtMEQtMUMEtMOZFLTUSMOELME
QtOEYtNOUtNKkIGLTQyMOItOUMtMKULMUYLNEFFLTYZMOMtOEItNUQtMEYtNORFLTIS
MOQENOE tMUMEMKI tOUZFLTUXMBULNKYtNEEtOUMENUNF LTMAMOYtNUUtNOT tOEQtMk

To Case Insensitive Regex

From Case Insensitive Regex

Find / Replace Regular expression ~ FGLTYONEEtNOQtNUUtMUMENKVGL T IWNE TtNKMtOEYtMOE tOURGLTQANEMENUTMKQt
NKUtNOZF L TE3NEQtNEELOUMEMEUtNUIGLTEINEUtMBYLMUTtNOMEOEFFLTYyNEYtMK
Subsection Built in reqexes UtNKEtNUQMEJF L TM2NUE tMUMtOUUtNOItMOFGLTUANUTtMEQENEMENKYtMKZFLTQ3
User defined NIEIMOLILHML T+MAOHMIIREL TaSNIOFOEV+NIL E+MEMENONE | TTwlil Il +NAT+MAV+OENHME
Favourites * e 4344 =
Regex
Data format ([0-9a-F1{2}-){5}([0-9a-F]{2}) Output

08-2E

A

°®

Encryption / Encoding

Public Key

Case insensitive A and $ match at newlines

Arithmetic / Logic

[] Dot matches all [J Unicode support
Networking
Output format
Language [ Astral support [] Display total List matches

Utils
. STEP Auto Bake

@ 20°C Mostly sunny

Name:  encodedflag.txt
Size: 4,344 bytes
Type: unknown

Imadad: 10N%
Tr Raw Bytes € LF

B0

Yara and Sigma

a. What languages does Sigma use?
e YAML

b. What keyword is used to denote the "title" of a Sigma rule?
e title

c¢. What keyword is used to denote the "'name" of a rule in YARA?
e rule

Answer the questions below
What languages does Sigma use?

v Correct Answer
What keyword is used to denote the "title" of a Sigma rule?

tle v Correct Answer

What keyword is used to denote the "name" of a rule in YARA?

ru v Correct Answer
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3. MODULE COMPLETION
https://tryvhackme.com/p/c1ph3rbnuk
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Task5 @ Automated vs. Manual Analysis

Task6 @ LogAnalysis Tools: Command Line
Task7 @ LogAnalysis Tools: Regular Expressions
Task8 @ LogAnalysis Tools: CyberChef

Task9 @ LogAnalysis Tools: Yara and Sigma

Task 10 @ Conclusion
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4. CONCLUSION

This assignment has taught me how to analyze apache logs using three techniques. Firstly, | have
learned to use the cut, grep , wc, sort, head, uniq utilities to filter and extract informations of
interest from log files. Secondly, I have learned to use regular expressions and the cybercheff
tool to extract information and decode it. Lastly, 1 have learned how to use Sigma and Yara rules
to perform pattern matching in log files.
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